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SUMMARY:
  ... While Cruise, according to the Hollywood script, coolly outwits cutting-edge biometric technologies like eye scanning, voice recognition and computerized finger imaging, the reality is that biometrics is rapidly emerging as a fast, foolproof means of personal recognition. ... After an explanation of biometrics and biometric applications in parts II and III, this paper, in part IV, will examine legal issues from the standpoint of possible constitutional concerns associated with the government's use of biometric technology. ... "High Government" use refers to the use of biometric technology by the military and national security community, law enforcement agencies and prison management. ... Recognizing a high-level privacy interest in the medical data collected, courts will likely focus on how the government agency handles dissemination of the data it has collected and what kinds of safeguards are in place to prevent inadvertent disclosure, given the strong interest in keeping personal medical information strictly confidential. ... The court did, however, restrict access to the fingerprint database to legitimate Department of Motor Vehicle driving matters in California. ... For example, privacy rights advocate Robert Ellis Smith contends that " "in most cases, biometric technology is impersonal and it's overkill.' ... Various biometric technologies, including hand geometry and finger imaging, are securing access and verifying identity of prisoners, staff and visitors across the U.S. ...  

TEXT:
 [*97] 

Technology is fast. The law . . . is slow. n1
A government official may be upset when a memo runs into problems with a policy analyst. This official's situation is much worse, however, when the memo runs into problems with the general counsel. n2
I. Introduction

Mission: Impossible, the hot movie hit of the summer of 1996, showcases Tom Cruise in a fast-paced espionage thriller. n3 Like many good spy flicks, the film features the latest in high tech innovations, in this particular case, biometrics. n4 While Cruise, according to the Hollywood script, coolly outwits cutting-edge biometric technologies like eye scanning, voice recognition and computerized finger imaging, n5 the reality is that biometrics is rapidly emerging as a fast, foolproof means of personal recognition. In fact, both the governmental and private sectors are making extensive use of biometrics to provide better service to the  [*98]  public. n6
For government agencies in the United States constantly encouraged to "do more with less," biometric applications can save tax dollars and make programs operate more efficiently. Government agencies are reporting impressive biometric success stories. For example, the Los Angeles County Department of Public Social Services reported that finger imaging of welfare recipients in a pilot program reduced fraud by over $ 14 million and resulted in the termination of over 3,000 previously-approved entitlement cases over a three year period. n7 The savings more than paid for the $ 9.6 million cost of implementing biometric technology. n8 Recognizing this and similar positive applications, the U.S. Secret Service and the General Accounting Office (GAO) gave biometrics a qualified endorsement as a viable means to deter fraud in government entitlements distributed electronically, known as electronic benefits transfer (EBT). n9
Understanding biometrics is essential for elected officials charged with authorizing how these new technologies will be used, and for government managers responsible for implementing biometrics into comprehensive, integrated programs. Moreover, an understanding of biometrics is important for the legal, academic and policy advocacy communities so that they can meaningfully participate in the public debate related to biometrics. This understanding, however, must be more broad-based than just technical, administrative and security concerns. As the technology becomes more economically viable and technically perfected, biometric  [*99]  scanning could refocus the way Americans look at the brave new world of personal information. We will soon be eyeball to eyeball with controversial legal issues implicating constitutional safeguards as well as larger public policy concerns. Accordingly, before integrating biometric scanning into government programs, these legal and policy concerns must be addressed to help guarantee political support and public acceptance of biometrics.

After an explanation of biometrics and biometric applications in parts II and III, this paper, in part IV, will examine legal issues from the standpoint of possible constitutional concerns associated with the government's use of biometric technology. Accordingly, part IV focuses primarily on physical privacy and informational privacy concerns. These concerns are explored through the relevant case law dealing with the impact of technology on privacy. Part V briefly examines the major problems government agencies will face, in terms of the "regulatory gap," when they seek to incorporate the use of biometrics into their programs. The paper concludes with a modest biometric blueprint which provides a framework to ensure that legal and policy concerns mesh productively with technical, security and administrative factors. Existing biometric technologies are then examined in terms of which ones offer the most promise for this blueprint in actual practice.

II. What is Biometrics?

A. Biometrics and Biometric Scanning Defined

While the word "biometrics" sounds very new and "high tech," it stands for a very old and simple concept--human recognition. n10 In technical terms, biometrics is the automated technique of measuring a physical characteristic or personal trait of an individual and comparing that characteristic or trait to a database for purposes of recognizing that individual. n11
Biometrics uses physical characteristics and personal traits, which include: n12  [*100] 

[SEE TABLE IN ORIGINAL]
 
Of these, only three of the physical characteristics and personal traits currently used for biometrics are considered truly consistent and unique: the retina, the iris and fingerprints. n13 As such, these three physical characteristics provide the greatest reliability and accuracy for biometrics. n14
Biometric scanning is the process whereby biometric measurements are collected and integrated into a computer system, which can then be used to automatically recognize a person. n15 Biometric scanning is used for two major purposes: identification and verification. Identification is defined as the ability to identify a person from among all those enrolled, i.e., all those whose biometric measurements have been collected in the database. n16 Identification seeks to answer the question: "Do I know who you are?" and involves a one-compared-to-many match (or what is referred to as a "cold search"). n17
Biometric scanning is also used for verification, which involves the authentication of a person's claimed identity from his previously enrolled pattern. n18 Verification seeks to answer the question: "Are you who you claim to be?" and involves a one-to-one match. n19
B. Advantages of a Biometric Scanning System

Biometric scanning can be used for almost any situation calling for a quick, correct answer to the question: "Who are you?" n20 The unique advantage of biometrics is that it bases identification on an intrinsic as-  [*101]  pect of a human being. n21 Recognition systems that are based on something other than an intrinsic aspect of a human being are not always secure. n22 For example, keys, badges, tokens and access cards (or things that you physically possess) can be lost, duplicated, stolen or forgotten at home. Passwords, secret codes and personal identification numbers (PINs) (or things you must know) can be easily forgotten, compromised, shared, or observed. n23 Biometrics, on the other hand, are not susceptible to these particular problems. Depending on the exact use for which the technology is envisioned, an ideal biometric technology would generally include a system based on:

. A unique biometric characteristic;

. Non-intrusive data collection;

<Bullet> No or minimal contact between the person being scanned and the equipment doing the scanning;

. An automated system, i.e., no human decisionmaker in the decision loop;

. Very high accuracy; n24 and

. High speed. n25
In sum, a good biometric system is fast, accurate, user-friendly and lowcost. n26
In terms of operability, desirable biometric characteristics generally include:

. Precision of the measurement(s);

. Speed (Throughput Rate);

. Public acceptability;

. Reliability;  [*102] 

. Resistance to counterfeiting;

. Acceptable storage requirements; and

. Fast enrollment time. n27
According to Dr. Joseph P. Campbell, Jr., a National Security Agency researcher and the Chairman of the U.S. Government's Biometric Consortium, which has over 200 members from government, academia and the private sector, no technology has emerged as the "'perfect biometric,' suitable for any application." n28 While a detailed examination of the various biometric technologies is beyond the scope of this paper, numerous technologies are currently being perfected and many biometrics are fully deployed and in use. These biometric technologies can be divided into three general categories: High Biometrics, Lesser Biometrics and Esoteric Biometrics. n29
C. High Biometrics

The first category, "High Biometrics," refers to biometric technologies distinguished by high accuracy and which currently have functional working systems fully deployed. At present, high biometrics are based on the only three biometric features that are considered truly consistent and unique: the retina, the iris and fingerprints. n30 These biometrics include the following:

1. Retinal Scanning

Retinal scanning involves an electronic scan of the retina--the in-  [*103]  nermost layer of the wall of the eyeball. n31 By emitting a beam of incandescent light that bounces off the person's retina and returns to the scanner, a retinal scanning system quickly maps the eye's blood vessel pattern and records it into an easily retrievable digitized database. n32 The eye's natural reflective and absorption properties are used to map a specific portion of the retinal vascular structure. n33 This mapping is accomplished by a device n34 which uses a scan wheel/lens apparatus rotating at the rate of six complete rotations per second to collect a total of 700 data points in the retina during each rotation. n35 Once the data is collected, it is digitized and stored as a 96 byte template. n36 Retinal scanning relies on the unique characteristics of each person's retina as well as the fact that the retina generally remains fairly stable through life. n37 Disadvantages of retinal scanning include the need for fairly close physical contact with the scanning device, n38 the fact that trauma to the eye and certain diseases can change the retinal vascular structure, as well as concerns about public acceptance. n39
2. Iris Recognition

Iris recognition uses the iris, the colored circle that surrounds the pupil, as the physical characteristic to be measured. n40 The iris is chock full of randomly distributed immutable structures, which means that, like snowflakes, no two irises are ever the same. n41 Moreover, the iris does not  [*104]  change over time. n42 Using standard video technology, its features can be quickly recorded from about nine inches away, thus obviating the need for invasive physical contact. n43 Software captures the identifying information from the iris and stores it in a 256 byte code. n44 Disadvantages of iris recognition include problems of user acceptance, the relative expense of the system as compared to other biometric technologies, n45 and the relatively memory intensive storage requirements. n46 Iris recognition stands out as perhaps the most "hygienic" of the biometric technologies in that no part of the user's body has to touch anything to operate the system. n47
3. Finger Imaging

Fingerprints have long been used as a means of recognition. n48 By the early twentieth century, on the heels of the establishment of the Henry system of classification, fingerprint identification was formally accepted by law enforcement agencies and became a standard in forensics. n49 Fingerprints' contemporary offspring, finger imaging, n50 involves physically placing a finger on a small optical scanner roughly similar to the glass plates seen on many supermarket checkout counters. n51 This "live" fingerprint is electronically read and converted into a unique byte code stored in a database which can then be compared to other finger images for identification purposes.  [*105] 

A major advantage of finger imaging is the long-time use of the fingerprint and its wide acceptance by the public and law enforcement communities as a reliable means of human recognition. n52 Comprehensive finger imaging systems are fully operational; for example, currently, Woolworth's supermarkets in Australia operate the world's largest time and attendance system featuring biometrics. n53 Finger imaging technology is used to monitor time and attendance for about 100,000 employees. n54 Disadvantages of finger imaging include the need for physical contact with the optical scanner, the possibility of poor quality images due to residue on the finger such as dirt and body oils (which can build up on the glass plate), as well as eroded fingerprints from scrapes, years of heavy labor, or mutilation. n55
D. Lesser Biometrics

The second category, "Lesser Biometrics," features reasonable accuracy with functional systems deployed. They are not based on truly unique physical characteristics. Examples include the following:

1. Hand Geometry

Hand geometry, "the granddaddy of biometrics by virtue of a 20year history of live applications," n56 takes a three dimensional record of the length, width and height of the hand and/or fingers. n57 The subject places her hand in an optical scanner, measurements are taken, and the results are converted into a less than ten byte code. n58 In effect, a digital map of the outline of a person's hand is created. n59 The system is non-invasive, and since the memory requirements are limited, hand geometry  [*106]  requires very little computer storage space. n60 It is also very userfriendly. n61 Hand geometry systems are currently deployed at over 8,000 locations, n62 including Walt Disney World in Orlando, which uses a version of hand geometry to verify customers who purchase yearly passes to prevent any illegal or inadvertent pass transfer. n63 Disadvantages include the lack of uniqueness of hand geometry as compared to other biometrics. n64 Also, an injury to the hand can cause the measurements to change, resulting in recognition problems. n65
2. Face Recognition

People recognize one another by looking at each other's faces. Face recognition is a noninvasive process where a portion of the subject's face is photographed and the resulting image is reduced to a digital code. n66 PC Week Labs, in its recent review of a face recognition biometric product, noted that it "affords nearly foolproof authentication; eliminates userrelated security issues such as forgotten passwords or token theft; is fast and easy to use; and provides an audit trail of all access attempts." n67
The main disadvantages of face recognition are similar to problems of photographs--people who look alike can fool the scanners. n68 Also, people can significantly alter their appearance, and facial hair may be able to fool the device. n69 Finally, some systems have difficulty maintaining high levels of performance as the database grows in size. n70
3. Voice Recognition

One's voice, like other biometrics, cannot be forgotten or mis-  [*107]  placed. n71 Voice recognition involves taking the acoustic signal of a person's voice and converting it to a unique digital code which can then be stored in a template. n72 In practical terms, the user would first enroll in the voice recognition system by speaking an agreed-upon phrase. n73 For future recognition, she would speak the exact same phrase, the signal would be analyzed by the voice recognition system and she would either be accepted, rejected or, if there were insufficient confidence as to her signal, the system could request additional information from her. n74 Voice recognition systems are extremely well-suited for verifying user access over a telephone. For example, Chase Manhattan Bank has begun using voice verification systems to identify customers seeking account access by telephone. n75 Disadvantages of this biometric are that, not only is a fairly large byte code required, but people's voices can change (for example, when they are sick or in extreme emotional states), phrases can be misspoken, and background noises can interfere with the system. n76
4. Signature Recognition

Signature recognition, or signature dynamics, uses computer technology to record components of an individual's signature such as pen/stylus speed, pressure, direction in signature and related characteristics. n77 "The key . . . is to differentiate between the parts of the signature that are habitual and those that vary with almost every signing." n78 Recently, many large retailers, including Home Depot, have examined signature recognition systems as a way to reduce fraud. n79 The idea is that to the extent a person's handwriting is unique, an on-line writing device at the checkout line could instantly compare the customer's signature to one in a database. The major drawbacks are problems of long-term reliability, the lack of accuracy and cost. n80  [*108] 

E. Esoteric Biometrics

The third category, "Esoteric Biometrics," includes biometrics still in the early experimental and developmental stages. Examples include vein measurement and the analysis of the chemical composition of body odor. n81 In the area of vein measurement, the European Union, given its official funding of this technology, seems to be encouraging this biometric. n82 Vein measurement generally focuses on blood vessels on the back of the hand. n83 An infrared light combined with a special camera capture an image of the blood vessels, in the form of tree patterns, which is converted into data and stored in a template. n84 Vein patterns have some advantages. First, vein patterns are large robust internal patterns. Second, the procedure does not implicate the criminal connotations associated with the taking of fingerprints. Third, the patterns are not easily damaged by weekend gardening or bricklaying. n85
The procedure has not yet won full mainstream acceptance. According to Dr. L. John A. DiDio, a leading anatomist and professor emeritus of the Medical College of Ohio, "there has not yet been a definitive study proving the reliability for precise identification of the dorsal patterns of the human hand." n86 However, the idea of vein measurement as a unique identifier is not new; several papers were published on the subject in the early part of the twentieth century, n87 but interest waned as fingerprints become universally accepted for identification purposes. n88 For many practical applications, vein measurement holds promise.

Finally, while body odors as a biometric are unproven, we know that certain breeds of dogs excel at using their sense of smell to track humans. At least one company is working on a device to identify people  [*109]  based on body odors. n89 The scientific basis of the work is that the chemical composition of odors can be identified using special sensors. n90 The University of Leeds has pioneered similar research that has application to drug and bomb detection technologies. n91
III. What are the Applications of Biometrics?

While initially encouraged by the U.S. government for its national security uses, biometric scanning can be considered for any situation calling for a quick, correct answer to the question: "Who are you?" n92 Applications are vast and expanding; as one industry expert noted: "The influence of biometric technology has spread to all continents on the globe." n93 In concrete terms, this influence translates into about $ 1 billion worth of computer systems that include biometrics-based identification devices expected to be installed worldwide during 1997. n94 The biometric market, conservatively valued at over $ 16 million in 1996, is projected to grow to $ 50-$ 100 million by 1999. n95 Accordingly, biometric scanning is likely to have a substantial impact on the way we interact and conduct our affairs in the foreseeable future. The following discussion will consider the various ways in which biometric scanning could touch our lives.

A. "High Government" Use

"High Government" use refers to the use of biometric technology by the military and national security community, law enforcement agencies and prison management. One interesting example is the use of eye scanning behind bars--in American prisons. n96 In March 1990, the Cook County (Illinois) Sheriff's Department began using retinal scanning in the form of Eye-Dent, a device that scans the retina. n97 Every prisoner is re-  [*110]  tinally scanned. n98 The captured information is then used to identify and keep track of inmates in Sheriff Michael Sheahan's charge. n99 Upwards of 300 prisoners are scanned daily, and the Sheriff's database includes more than 300,000 retinal patterns. n100 Retinal scanning makes it much tougher for a suspect to masquerade under a false identity. n101 It also saves time and money: man-hours spent identifying a suspect are reduced to about one minute per search, which could mean substantial savings if multiplied over the current U.S. prison population of over one million inmates. n102
B. "Lesser Government" Use

"Lesser Government" use includes the use of biometrics in applications that have the potential to touch everyone's life. Consider, for example, biometric scanning to register voters, n103 reduce fraud in entitlement programs, n104 increase the efficiency and effectiveness of immigration n105 and border control checks, n106 as well as "everyday" licensing require-  [*111]  ments for driving a vehicle, n107 employment, n108 owning a weapon, purchasing controlled substances, n109 and accessing buildings and computer systems. n110 In addition, biometrics could easily be incorporated into national identity card programs. n111
The United States Immigration and Naturalization Service (INS), confronted with a two-fold increase in passenger volume in international air travel over the past decade, along with the urgent need to keep terrorists, criminals and illegal aliens out of the U.S., has been experimenting with an automated inspection system using biometric technologies at select Ports of Entry since 1993. n112 The INS goal is to remove the law-abiding, frequent traveler from the inspection lines and allow that low-risk person to be inspected and cleared by verifying his identity with a biometrics-based system. n113 This method allows INS to focus its efforts on potential terrorists and criminals, thus ensuring that INS resources are better utilized.  [*112] 

INS currently has four biometric projects under way at Ports of Entry: INSPASS (Airport); INSPASS (Land); PORTPASS (Dedicated Commuter Lane); and PORTPASS (Automated Permit Port). n114 The INSPASS programs feature hand geometry biometrics, although INS, according to unofficial word, is thinking about concentrating on finger imaging for future use. n115 INSPASS sites are currently operative at airports in Newark, New York City's JFK, Toronto and Vancouver; systems are set to go on line at Miami, Chicago, Los Angeles and San Francisco in the near future. n116 Almost 80,000 travelers have enrolled in the program. n117 PORTPASS uses voice verification technologies, since it is designed for use by passengers in motor vehicles passing through border crossings. n118 INS is also expanding IDENT, its finger imaging-based border control scheme presently deployed at seventy sites in the southwestern United States. n119 "INS['s] $ 17 million Automated Fingerprint Identification System (IDENT) led to the apprehension, identification and return of 996,000 illegal immigrants who entered the United States repeatedly, plus immediate identification of more than 14,700 criminal immigrants during fiscal 1996 alone." n120
Immigration authorities throughout the world, including those in Australia, Canada, Germany, Hong Kong, the Netherlands, Singapore and the United Kingdom are also developing automated systems, and experimenting with different biometrics such as fingerprints, hand geometry and face recognition. n121 Joint efforts are being made to develop an international standard for automated inspections to ensure compatibility. n122  [*113]  Without an accepted international standard, the "user-friendly" attraction of the system lessens. In this situation, an international traveler would need to carry multiple identifier cards, one for each country she hoped to enter, containing her digitized biometric code for the biometric system used by that country stored onto the card's magnetic strip.

C. "Private Sector and Commercial" Use

"Private Sector and Commercial" use includes verification systems for automated teller machines (ATMs), smart card and credit card transactions and electronic commerce; n123 private security systems for facility and room access; n124 personnel management systems such as time and attendance records; n125 computer access controls, background checks and encryption. n126
In 1995, Oki Electric Industry Limited (Oki), a leading vendor of ATMs, teamed up with two New Jersey companies, IriScan and Sensar, a subsidiary of the David Sarnoff Research Center, to integrate iris recognition technology into its ATMs in Japan. n127 England's Nationwide Bank is also testing iris recognition. n128 According to Donald R. Richards, IriScan's former Director of Program Development, the ATM card holder will first be "enrolled" at her local bank. n129 Instead of thinking up a password, the customer will look into a scanner which will video her iris pattern, instantly convert it to a 256 byte digitized code and store this code onto the magnetic strip of her ATM card. n130 The next time the customer needs fast cash, she simply inserts her card into an ATM, where a video camera installed in the ATM re-reads her iris pattern and matches it with the code on her card to grant her access to her account. n131 All of this will happen faster than she can ask her friends, "Should we have  [*114]  sushi or yakitori for lunch today?" n132
In October 1996, Oki unveiled IrisIdent, its iris recognition-based ATM system, in Tokyo where the system is being tested by a number of Japanese banks. n133 In the United States, fingerprints (or, to use the term of art, finger images) are also being used to control ATM access. n134 In Indiana, for example, the Purdue Employees Federal Credit Union has been enrolling finger images of customers since February 1997 to give them access to kiosks, or "virtual branches," that it plans to install at several Purdue University campus sites. n135
If biometric scanning, such as IrisIdent, proves technically successful and meets with consumer acceptance, then the world's financial community, concerned about growing problems of fraud, estimated to cost over $ 450 million in 1995, will take notice. n136 In Japan, for example, the cost of ATM fraud and unauthorized account access was estimated at 1.2 billion yen in 1995 alone. n137 The potential biometric scanning ATM market in the U.S. alone is enormous, with almost ten billion ATM transactions conducted in 1995. n138 Worldwide, credit card fraud is estimated at $ 2 billion per year, much of which the credit card industry believes will be eliminated by the use of biometrics. n139  [*115] 

IV. What are the Legal and Policy Implications of Biometric Scanning?

A. Legal

1. Medical Information Concerns

Biometric scanning, whether based on the iris, retina or finger image or other biometrics, may prompt a variety of legal and policy concerns. Specifically, privacy concerns may be implicated because in addition to the identification data captured, information about a person's health and medical history may also be incidentally obtained. For example, through an examination of the retina or iris, an expert can determine that a patient may be suffering from common afflictions like diabetes, arteriosclerosis and hypertension. n140 Furthermore, unique diseases of the iris and the retina can also be detected by a medical professional. n141 As Dr. F.P. Nasrallah, an Assistant Professor of Ophthalmology at George Washington University explains, "examination of both the iris and the retina provides important diagnostic clues about a person's health, the retina more so." n142 Nasrallah adds: "If I see certain lesions on the retina, I can become suspicious that the patient has AIDS, diabetes or high blood pressure for example." n143 Intravenous drug abuse can also be suspected from a retina exam. n144
While both the iris and retina contain medical information, it is by no means certain that biometric scanning of the iris or retina automatically implicates constitutional privacy concerns related to the disclosure of medical information. A key area of necessary inquiry is whether the computerized byte code taken of the iris or retina contains this medical information. If the byte code does, in fact, contain such information, it seems that such medical information could be extracted from the byte code in at least two ways. First, the actual byte code, in and of itself, could reveal information beyond identification information. Second, the byte code could, by technical means, be reversed engineered to reveal the iris or retina pattern which could then be examined for medical information.  [*116] 

Recent scientific research suggests that finger imaging might also disclose sensitive medical information about a person. n145 For example, Dr. Marvin M. Schuster, director of the division of digestive diseases at Johns Hopkins Bayview Medical Center, has discovered a "mysterious relationship" between an uncommon fingerprint pattern, known as a digital arch, and a medical disorder called chronic, intestinal pseudo-obstruction (CIP) which affects 50,000 people nationwide. n146
Additionally, Dr. Harold Chen, in his work on dermatoglyphics, or the study of the patterns of the ridges of the skin on parts of the hands and feet, notes that "certain chromosomal disorders are known to be associated with characteristic dermatoglyphic abnormalities." n147 He specifically cites Down syndrome, Turner syndrome and Klinefelter syndrome as chromosomal disorders which cause unusual fingerprint patterns in a person. n148 Certain non-chromosomal disorders, such as CIP (described above), leukemia, breast cancer and Rubella syndrome, have also been implicated by certain unusual fingerprint patterns. n149
Although their findings remain controversial within the scientific and gay communities, several researchers report a link between fingerprints and homosexuality. n150 Psychologists at the University of Western Ontario report that homosexual males are more likely than their heterosexual counterparts to show asymmetry in their fingerprints. n151 While this research is far from conclusive, n152 the availability of such information with its possible links to medical information and lifestyle preferences raises concern about the need to protect the privacy of the information.  [*117] 

Interestingly, in its report on the use of biometrics to deter fraud in the nationwide EBT program, the GAO raised no objections about the possible capture of medical data from biometric scanning, although the U.S. Department of the Treasury expressed unspecified concern over how finger imaging "would impact on the dignity of the recipients" and called for more "testing and study." n153 From the perspective of the federal judiciary, however, this type of personal data implicates constitutional privacy concerns in that the federal courts have long recognized that "medical information . . . falls within one of the zones of privacy entitled to protection." n154
2. Privacy

a. Definitions, Background & History

The word "privacy" (like the word "biometrics") is nowhere to be found in the text of the Constitution. Perhaps the absence of a textual reference to privacy makes the legal community all the more fond of defining what privacy is and explaining what it should be. Privacy is different things to different people. n155 Ruth Gavison offers perhaps the extreme privacy model: "Privacy is a limitation of others' access to an individual . . . in perfect privacy no one has any information about X, no one pays any attention to X, and no one has physical access to X." n156 Privacy includes a control aspect--"control we have over information about ourselves," n157 "control over who can sense us," n158 "control over the intimacies of personal identity," n159 or as a federal appeals court has phrased it, "control over knowledge about oneself. But it is not simply control over the quantity of information abroad; there are modulations in the quality  [*118]  of knowledge as well." n160 Based on her survey of the extensive privacy literature, Professor Lillian R. Bevier concluded, "privacy is a chameleon-like word, used denotatively to designate a range of wildly disparate interests--from confidentiality of personal information to reproductive autonomy--and connatively to generate goodwill on behalf of whatever interest is being asserted in its name." n161
Before examining specific privacy concerns related to biometrics, a brief historical overview of privacy in America is necessary because the American concept of privacy has changed over the centuries as America has changed--reflecting the idiom that "law mirrors the society that creates it." n162 Prior to the birth of the nation, the American colonists essentially recognized a right of physical privacy centered in the home-where a person could be free from contact with others. n163 For example, as part of his famous defense against British-imposed general search warrants n164 in 1761, James Otis, a leading Boston attorney, said: "Now one of the most essential branches of English liberty, is the freedom of one's house. A man's house is his castle; and while he is quiet, he is as well guarded as a prince in his castle." n165 Otis' remarks explicitly acknowledge that this right to physical privacy was not unfettered; the colonist enjoyed his privacy right provided he was "quiet." n166
With the founding of the Republic, the Constitution, without making explicit reference to privacy, protected privacy interests. n167 The Bill of Rights contains these protections in the First Amendment rights of freedom of speech, press and association; n168 the Third Amendment prohibi-  [*119]  tion against the quartering of soldiers in one's home; n169 the Fourth Amendment right to be free from unreasonable searches and seizures; n170 the Fifth Amendment right against self-incrimination; n171 the Ninth Amendment's provision that "the enumeration in the Constitution, of certain rights, shall not be construed to deny or disparage others retained by the people;" n172 and the Tenth Amendment's provision that "the powers not delegated to the United States by the Constitution, nor prohibited by it to the States, are reserved to the States respectively, or to the people." n173
Beyond these constitutional provisions, the state legislatures and the courts took additional measures to protect citizens' privacy interests from the intrusive forces of new technologies. An example from mid nineteenth century America demonstrates this point. When Samuel F.B. Morse tapped out "What hath God wrought!" in 1844, he not only brought about a profound technological change but a legal change as well. n174 The telegraph's extensive use as a means of communication soon led to privacy concerns as the unscrupulous perfected wiretapping to intercept telegraphic messages. n175 Reacting to this intrusion, several states, as early as the 1850s, passed statutes prohibiting unauthorized interception of telegraph communications and the cutting of telegraph lines. n176 However, original drafts of telegrams filed with clerks for dispatch, as well as the telegraph company's copies of the received messages, had to be produced for court trials and legislative investigations. n177 The courts balanced privacy interests by requiring that such requests had to be reasonable in scope and a specific description of the telegram sought for  [*120]  production had to be provided. n178 Later, special ciphers were developed to ensure privacy. n179
By the second half of the nineteenth century, academia and the judiciary focused more attention on privacy rights, moving beyond privacy of place to privacy of person. In 1879, Judge Thomas M. Cooley, in his treatise on torts, included "the right to be let alone" n180 as a class of tort rights, contending that "the right to one's person may be said to be a right of complete immunity." n181 Two years later, the Michigan Supreme Court granted relief to a mother because the male defendant had observed her giving birth in her home without her consent. n182 In doing so, the court stated: "The plaintiff had a legal right to privacy of her apartment at such a time, and the law secures to her this right by requiring others to observe it." n183
Echoing and popularizing Cooley's phrase, Warren and Brandeis, in their classic article, The Right to Privacy, n184 written over one hundred years ago, articulated their view of privacy as a "right to be let alone" n185 which would enable society to "achieve control of press invasions of privacy." n186 They enjoyed success in that this invasion of privacy tort received recognition at common law by the Georgia Supreme Court fifteen years later. n187 Brandeis, as a U.S. Supreme Court Justice, would later use  [*121]  the phrase in his famous dissent in Olmstead v. United States, n188 declaring that the Founding Fathers "conferred, as against the Government, the right to be let alone--the most comprehensive of rights and the right most valued by civilized men." n189 While privacy as the "right to be let alone" has a positive appeal and commendable simplicity for many Americans, the phrase has been criticized in that "legally, it offers no guidance at all. Coveting an indefinable right is one thing; enforcing it in a court of law is another." n190
What then is the constitutional right to privacy and how does it affect biometrics used in government programs? The roots of most modern privacy interests are found in the Due Process Clause of the Fourteenth Amendment. It provides that no State shall "deprive any person of life, liberty, or property, without due process of law." n191 For over one hundred years, these words have been interpreted in tandem by the Supreme Court to contain a substantive protection which "bars certain government actions regardless of the fairness of the procedures used to implement them." n192 The Court has emphasized that "there is a realm of personal liberty which the government may not enter." n193 This realm consists of rights which are "fundamental" or "implicit in the concept of ordered liberty" n194 or as a later Court would phrase it, "deeply rooted in this Nation's history and tradition." n195  [*122] 

In what specific areas is the government forbidden entry? In the hundred years since The Right to Privacy was written, the Supreme Court, in its consideration of privacy interests, has implicitly categorized privacy as taking three distinct forms. n196 These include:

(i) Physical privacy or freedom from contact with other people or monitoring agents. Physical privacy enjoys its greatest constitutional protection under the Fourth Amendment freedom from unreasonable governmental search and seizure. n197
(ii) Decisional privacy or the freedom of the individual to make private choices about the personal and intimate matters that affect her without undue government interference. n198 The Court has found that the individual is constitutionally protected in "personal decisions relating to marriage, procreation, contraception, family relationships, child rearing and education." n199 In determining the commonality of these personal decisions and why they deserve constitutional protection, the Court, through Justice O'Connor's opinion in Casey, explained that:

These matters, involving the most intimate and personal choices a person may make in a lifetime, choices central to personal dignity and autonomy, are central to the liberty protected by the Fourteenth Amendment. At the heart of liberty is the right to define one's own concept of existence, of meaning, of the universe, and of the mystery of human life. Beliefs about these matters could not define the attributes of personhood were they formed under compulsion of the State. n200
(iii) Informational privacy or freedom of the individual to limit access to certain personal information about oneself, n201 or in the words of scholar Alan Westin, "the claim of individuals . . . to determine for themselves when, how, and to what extent information about them is communicated to others." n202  [*123] 

By requiring citizens to submit to biometrics for official purposes, individuals would be compelled to give physical identification information to the government for storage, use and dissemination in government databases. Such government-mandated use of biometrics therefore directly implicates physical and informational privacy concerns. To a lesser extent, decisional privacy concerns are also implicated. n203 In the following section, these physical privacy and informational privacy categories are examined in detail.

b. Physical Privacy or Fourth Amendment

At the outset, it should be noted that because most biometric scanning will result from private sector activities where the user voluntarily gives up information, constitutional privacy concerns will not usually be implicated. n204 As one constitutional law scholar has noted, "the Constitution, with the sole exception of the Thirteenth Amendment prohibiting slavery, regulates action by the government rather than the conduct of private individuals and groups." n205 Thus, federal courts will likely turn a blind eye; with respect to the conduct of private individuals, the Supreme Court has been reluctant to find a privacy right in personal information given voluntarily by an individual to private parties. n206  [*124] 

What happens when the government requires a citizen to be biometrically scanned? Is scanning then a "search" subject to Fourth Amendment protections? The Fourth Amendment to the United States Constitution, which governs searches and seizures conducted by government agents, provides that "the right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated." n207 To evaluate whether governmentmandated biometric scanning constitutes a search defined as an invasion of a person's reasonable expectations of privacy, n208 the judiciary will focus on two factors. First, the nature of the intrusion is examined. n209 Actual physical intrusions into the body, such as blood-drawing, n210 breathalyzer testing and urine analysis, n211 can constitute Fourth Amendment searches. Second, the scope of the intrusiveness is examined with attention paid to the "host of private medical facts" revealed during the search. n212
If biometric scanning is found to constitute a search, "the ultimate measure of the constitutionality of a governmental search is "reasonableness."' n213 To make this determination, a court must balance the "intrusion on the individual's Fourth Amendment interests against its promotion of legitimate governmental interests." n214 In the criminal context, a search is "reasonable" only if the police have probable cause or reasonable suspicion of criminal activity. n215
However, the vast majority of government-mandated biometric scanning searches will not be performed under the scope of criminal law. Most biometric scanning searches will be routine and noncriminal in nature, involving countless citizens such as driver's license applicants, public entitlement recipients, and many categories of workers, including child care providers, federal and state government employees, military personnel, school bus drivers, employees of national securities exchanges, taxi drivers, employees of bars, certain athletes and even attorneys, all of  [*125]  whom might have to be biometrically scanned as part of comprehensive government regulation. "Searches conducted without grounds for suspicion of particular individuals have been upheld [by the courts] in "certain limited circumstances.' " n216 In this context, a much more difficult question arises--what legal criteria should apply to routine, non-criminal governmental "searches"?

In such situations, the judiciary will likely apply its administrative search doctrine. n217 In balancing government interests against the intrusion on an individual's privacy interest, this doctrine seeks to ensure that the government agents conducting the searches avoid arbitrary treatment of the citizens being searched. n218 Moreover, the government does not have to use the least intrusive search procedures. n219 In the biometric scanning context, the Court will consider factors similar to those in Vernonia School District 47J v. Acton n220 --"the nature of the privacy interest," n221 "the character of the intrusion that is complained of," n222 "the information [the intrusion] discloses" n223 and "the nature and immediacy of the governmental concern." n224
Recognizing a high-level privacy interest in the medical data collected, courts will likely focus on how the government agency handles dissemination of the data it has collected and what kinds of safeguards are in place to prevent inadvertent disclosure, given the strong interest in keeping personal medical information strictly confidential. The courts will also need to consider whether the gathering of this identification information is a mere pretext to help law enforcement gain evidence of criminal violations. n225 Government officials are not permitted to use an administrative search to investigate criminal activity. n226 If the purpose of the search is to uncover evidence of criminal conduct, government offi-  [*126]  cials must obtain a valid search warrant. n227
What would happen, for example, if a state public assistance agency required all welfare recipients to biometrically scan-in and then routinely compared this identification information with law enforcement databases for outstanding arrest warrants? The question posed is not a pure hypothetical. For example, in 1995, the Pennsylvania General Assembly passed welfare reform legislation authorizing the Pennsylvania Department of Public Welfare (DPW) to establish a biometrics-based pilot program known as the Assistance Recipient Identification Program (ARIP). n228 Among its legislatively-mandated goals, ARIP will serve "to eliminate duplication of assistance to welfare recipients, to deter fraud and to assist law enforcement officials in their duties." n229 The legislation authorizes DPW to use finger imaging, digitized photography and signature imaging of welfare recipients for storage, use and dissemination in an integrated DPW database, known as the Pennsylvania Automated Recipient Identification System (PARIS). n230 Access to the ARIP system is provided, by statute, to the DPW, the Pennsylvania State Police, and the Pennsylvania Board of Probate and Parole, as well as to local and county law enforcement authorities in Pennsylvania. n231 This legislativelymandated access is explained in part by the requirement that the DPW must verify that welfare recipients are not wanted by the police on out-  [*127]  standing arrest warrants. n232 Moreover, the DPW is mandated to enter into agreements with neighboring states to implement compatible database identification systems to include computer matching. n233
In terms of the general cross-sharing procedure for state welfare agencies, many states already have fraud-related data exchange agreements in place with their neighbors. n234 Cross-state matches of demographic data are conducted on a periodic and ongoing basis. n235 These existing agreements cover the exchange of demographic or "other" data. n236 As a result, no new or modified regulations or agreements are required for the exchange of biometric identification data. n237 Some state welfare agencies, like Connecticut's for example, do not routinely share state welfare agency data with law enforcement agencies. Connecticut and New Jersey are among the very first states to exchange biometric identification information to cross match for purposes of welfare eligibility. n238 Their initial biometrics-based cross match yielded twenty-five candidates. n239
With regard to cross-sharing of biometric identifiers and what use is made of this identification information, the Court's warning in Skinner v. Railway Labor Executives Association n240 might be worth heeding: "We leave for another day the question whether routine use in criminal prosecutions of evidence obtained pursuant to the administrative scheme would give rise to an inference of pretext, or otherwise impugn the administrative nature of the . . . program." n241  [*128] 

c. Informational Privacy

The Supreme Court's decision in Whalen v. Roe n242 "began the process of identifying the elements of an American constitutional right of informational privacy." n243 From a close study of this case, we can thus predict the federal judiciary's likely approach to constitutional privacy issues raised by biometric scanning used to create comprehensive, governmentsponsored databases. n244 Decided twenty years ago, Whalen involved the constitutional question of whether the State of New York could record, in a centralized computer database, "the names and addresses of all persons who have obtained, pursuant to a doctor's prescription, certain drugs." n245 While technology has changed greatly since 1977, the legal reasoning in Whalen is perhaps timeless, particularly for biometrics. Accordingly, the facts of the case (to include the constitutional concerns implicated), the procedural history, the holding, and the judicial reasoning deserve detailed examination.

Facts: In 1970, the New York state legislature, disturbed about the growing drug problem, established a commission to evaluate the state's drug control laws. n246 To correct perceived deficiencies in these state laws, the commission, after study, drafted legislation, as part of the New York Public Health Law, which required that "all prescriptions for Schedule II drugs" had to be prepared by the physician on an official state-provided form. n247 The completed form identified:  [*129] 

. the prescribing physician;

. the dispensing pharmacy;

. the prescribed drug and prescribed dosage; and,

. the name, address and age of the patient. n248
The statute required that a copy of the completed form be forwarded to the New York State Department of Health in Albany. n249 Albany received about 100,000 Schedule II prescription forms each month. n250 There the government agency "recorded [the information] on magnetic tapes for processing by a computer." n251 Based on his study of other states' reporting systems, the commission's chairman found that this comprehensive database would serve two purposes: it would be a "useful adjunct to the proper identification of culpable professional and unscrupulous drug abusers" and it would enable the authorities to have a "reliable statistical indication of the pattern of [the state's] drug flow" to help stop the diversion of lawfully manufactured drugs into the illegal market. n252
Various parties consisting of patients, doctors and physicians' associations challenged this statute in the federal courts. The evidence offered before the district court, where the case was first heard, included testimony from:

. two parents who "were concerned that their children would be stigmatized [as drug addicts] by the State's central filing system;" n253
. three adult patients who "feared disclosure of their names" to unauthorized third parties; n254 and,

. four physicians who believed that the New York statute "entrenches on patients' privacy, and that each had observed a reaction of shock, fear and concern on the part of their patients." n255
Appellees thus advanced two related privacy categories for the Court's consideration: "the nondisclosure of private information" n256 or informa-  [*130]  tional privacy, and an individual's "interest in making important decisions independently" n257 or decisional privacy. n258
Procedural History: The district court judge dismissed the lawsuit for want of substantial federal question, n259 and the plaintiffs appealed. The Court of Appeals reversed the district court, holding that the question of whether constitutional privacy rights were implicated was a substantial one which justified convening a three judge panel. n260 On remand, a three-judge district court held that the New York statute, insofar as it requires reporting of drug prescription information to a state agency, was a constitutional violation of the right of privacy guaranteed by the Bill of Rights. n261 Moreover, the district court found that "the regulatory scheme . . . has a needlessly broad sweep." n262 The State of New York successfully appealed to the United States Supreme Court. n263
Holding: In his opinion for the Court, Justice John Paul Stevens, joined by the Chief Justice and five other justices, found that "neither the immediate nor the threatened impact of the [statute's] patientidentification requirements . . . on either the reputation or the independence of patients . . . is sufficient to constitute an invasion of any right or liberty protected by the Fourteenth Amendment." n264 With these words, the Supreme Court rejected the privacy claim. In sum, the nation's highest court ruled that a government's centralized, computerized database containing massive amounts of sensitive medical information passed constitutional muster.

Judicial Reasoning: What factors influenced the Court's reasoning? First, the court seemed impressed by the fact that the New York State Legislature had created a specially-appointed commission which held numerous hearings on and conducted a thorough study of the state's drug problem. n265 The commission consulted extensively with authorities in  [*131]  other states "where central reporting systems were being used effectively." n266 A commission empowered by the legislature had done its homework in an attempt to help solve the menacing problem of drugs. The Court concluded that the statute was "manifestly the product of an orderly and rational legislative decision." n267
In its analysis of the informational privacy concerns raised, the Court paid close attention to what specific steps the state agency had taken to prevent any unauthorized disclosures of information from the centralized database. In particular, the Court noted that:

. The forms and the records were kept in a physically secure facility;

. The computer system was secured by restricting the number of computer terminals that could access the database;

. Employee access to the database was strictly limited; and,

. There were criminal sanctions for unauthorized disclosure. n268
Citing a famous (and often-quoted) statement of Justice Brandeis, n269 the Court reinforced a basic principle of federalism by confirming that the states "have broad latitude in experimenting with possible solutions to problems of vital local concern." n270 Arguably, the New York statute had not had much of an impact on the drug problem; twenty months after its enactment, examination of the database led to only two investigations involving illegal use of drugs. n271 As a kind of political process check, the Court explained that the state legislature, which gave this patient identification requirement its legal life, can also sound its death knell if it turns out to be an "unwise experiment." n272
Taking a somewhat practical approach to the way personal information is used in the contemporary age, the Court accepted the view that  [*132]  disclosure of such medical information to various government agencies and private sector organizations, like insurance companies, is "often an essential part of modern medical practice even when the disclosure may reflect unfavorably on the character of the patient. Requiring such disclosures to representatives of the State having responsibility for the health of the community does not automatically amount to an impermissible invasion of privacy." n273
In addressing decisional privacy issues, the Court acknowledged genuine concern that the very existence of the database will disturb some people so greatly that they will refuse to go to the doctor to get necessary medication. n274 However, given the large number of prescriptions processed at Albany, the Court concluded that the "statute did not deprive the public of access to the legal drugs." n275
The Court's opinion concluded with a cautionary note that still echoes loudly twenty years later:

We are not unaware of the threat to privacy implicit in the accumulation of vast amounts of personal information in computerized data banks or other massive government files. . . . The right to collect and use such data for public purposes is typically accompanied by a concomitant statutory or regulatory duty to avoid unwarranted disclosures. n276
The New York statute and its related implementation showed "a proper concern with, and protection of, the individual's interest in privacy." n277 Limiting the effect of its decision, the Court, however, reserved for another day consideration of legal questions which could arise from unauthorized disclosures of information from a government database "by a system that did not contain comparable security provisions." n278
In his concurring opinion, Justice Brennan, more so than his colleagues, expressed his concern over the potential erosion of informational privacy in the face of emerging technologies. n279 "The central storage and easy accessibility of computerized data vastly increase the potential for abuse of that information, and I am not prepared to say that future developments will not demonstrate the necessity of some curb on such tech-  [*133]  nology." n280 While this specific "carefully designed program" n281 did not "amount to a deprivation of constitutionally protected privacy interests," n282 Justice Brennan suggested that there is a core right to informational privacy and stressed that future programs might be subjected to a compelling state interest test or strict scrutiny by the court of the government action. n283
Justice Stewart, in his concurrence, took issue with what he implicitly viewed as Justice Brennan's expansive privacy approach as well as with his brethren's view of constitutional privacy interests. According to Stewart, there is no general right of privacy in the Constitution. n284 Moreover, privacy concerns are matters left largely to the individual states. n285 Stewart further disavowed the notion that there is a constitutional informational privacy right and distinguished the cases Brennan cited in support of such a proposition: "Whatever the ratio decidendi of Griswold, it does not recognize a general interest in freedom from disclosure of private information." n286
With the exception of Justice Stewart, all of the justices adopted a prospective approach. By intensely focusing on the facts of Whalen, the Court left itself with ample judicial wiggle room to find that cutting edge computer systems combined with invasive new technologies might lack the necessary constitutional safeguards. A future Court might find an informational privacy right violated. In other words, the Court's cautionary note of Whalen could turn into a clear-sounding constitutional alarm bell in the future. n287  [*134] 

Perhaps Whalen is most disappointing in that it fails to deal with the central reality that as certain new technologies grow and progress, individual privacy interests can shrink and suffer. Justice Stevens describes this reality when he acknowledges how, in the modern age, medical information is disclosed to many entities, n288 but fails to raise the potential legal concern: As citizens literally become accustomed to giving more and more of themselves forever and ever to government and private sector databanks to fulfill their public sector duties and to participate in private sector transactions, their individual expectations of privacy will become reduced. n289 Focusing on the government sector, one scholar explains:

The fact that the government collects such great quantities of data gives rise to concern . . . that the data will be inappropriately disseminated, within government or to outsiders, or that it will be otherwise misused or abused. Recent advances in computer technology, which permit data to be manipulated, organized, compiled, transferred, distributed, and retrieved with hitherto unimaginable ease, exacerbate such concern. n290
At the risk of spewing "vague Orwellian angst," n291 Professor Clark presents perhaps the ultimate 1984 scenario:

Any high-integrity identifier [such as biometric scanning] represents a threat to civil liberties, because it represents the basis for a ubiquitous identification scheme, and such a scheme provides enormous power over the populace. All human behavior would become transparent to the state, and the scope for non-conformism and dissent would be muted to the point envisaged by the anti-Utopian novelists. n292
d. Similar Data Collection Cases Decided By the Courts

In deciding whether biometric scanning implicates constitutional privacy concerns, it is instructive to examine how the courts have decided other cases involving similar government-mandated identification requirements. In striking the balance between the individual and the community, expressed as "the demands of organized society," n293 the federal judiciary  [*135]  has decided a long line of cases related to government-required noncriminal fingerprinting of individuals. n294 Fingerprinting is often used as part of a statutory requirement for certain occupations; numerous challenges have been made on right to privacy grounds to such requirements, however, courts have consistently refused to uphold the challenge. n295 For example, a federal appeals court has upheld the constitutionality of a New York state statute mandating fingerprinting of all employees of member firms of national securities exchanges. n296 The court specifically rejected right to privacy contentions, noting that fingerprinting "is only a means of verifying the required information as to the existence or nonexistence of a prior criminal record . . . . The actual inconvenience is minor; the claimed indignity, nonexistent; detention, there is none; nor unlawful search; nor unlawful seizure." n297 Moreover, the court rejected the plaintiff's contention that a less intrusive means of identification should be provided as an alternate to the required fingerprinting on the grounds that there was no real invasion of privacy. n298 Federal courts, for example, have upheld the constitutionality of municipal ordinances requiring fingerprinting for certain employees of establishments serving liquor by the drink, n299 for all license applicants for massage parlors, n300 and for taxi drivers. n301
State courts have similarly upheld fingerprinting requirements in numerous contexts. n302 For example, the California Supreme Court upheld a provision of the California Vehicle Code which mandated that a fingerprint be submitted as part of the driver's license requirements. n303 The  [*136]  court held that the requirement was rationally related to highway safety in that the fingerprint was the "only assuredly accurate source of identification which remains immutable throughout an individual's lifetime" and could be used to identify those applicants who posed a danger to highway safety. n304 The court did, however, restrict access to the fingerprint database to legitimate Department of Motor Vehicle driving matters in California. n305 Citing the privacy interests involved, the court refused to allow dissemination of the fingerprint information to all interested parties. n306
In one of the first programs of its kind, the New York Department of Social Services (DSS) in 1994 established a demonstration program, known as the Automated Finger Imaging System (AFIS), authorizing a finger imaging requirement to identify welfare recipients in a two county area. n307 Similar to the Los Angeles County program, by capturing finger images of recipients, AFIS hopes to catch those who are defrauding the system. n308 Unlike the Pennsylvania Assistance Recipient Identification Program (ARIP), the finger images required by AFIS are to only be used to determine welfare eligibility; they are not routinely shared with law enforcement authorities for any purpose other than welfare fraud. n309 The AFIS program is presently being expanded throughout the state. n310 In a detailed examination of this initiative, one observer concluded that the AFIS program is successful, saves taxpayers dollars by reducing fraud, violates no constitutional safeguards and should be expanded to other jurisdictions: AFIS is a "simple, non-violative, cost-effective anti-fraud measure." n311 While agreeing that AFIS passes constitutional muster, the program has been questioned on cost/benefit grounds. n312 As one analysis  [*137]  noted: "If double dipping is a pervasive problem, then finger imaging is a rational response; if not, New York is spending money to fight a ghost and unnecessarily burdening the poor in the process." n313
In sum, federal and state courts have upheld government-mandated fingerprinting in numerous noncriminal situations. In these contexts, the courts have found that required fingerprinting, as an identification scheme, has been a legitimate use of the government's authority as long as it is reasonable, not arbitrary and rationally relates to a governmental objective. Moreover, the courts have not been willing to extend any kind of constitutionally based privacy protections to individuals who must comply with the identification requirement.

B. Policy

1. Regulatory Gap n314
Once a new technology becomes viable, the scientists and entrepreneurs who made the technology feasible are quickly joined (cynics would say replaced) by lawyers, politicians and bureaucrats as the technology becomes subject to governmental regulation, agency rule-making and public scrutiny.

Lawyers are extensively involved because, like it or not, they are the "agents for the peaceful resolution of social disputes in American society, and government agencies are a microcosm of that society." n315 It is no surprise that in many government agencies, lawyers are the "dominant professional group." n316 The importance of lawyers in the regulatory decisionmaking process is heightened by the legal principle that the federal courts have the authority to review decisions of administrative agencies. "Judicial review means that lawyers argue in court about agency policies, and it means further that when agencies begin their work they must plan for those court cases and thus they must rely heavily on lawyers." n317 Thus, the administrative agency's goal is to arrive at a politi-  [*138]  cally acceptable policy that can withstand judicial review; pure technical and security factors can be easily overshadowed by public perceptions of the new technology and any perceived legal concerns. Accordingly, this reality leads to what one administrative law expert calls the "regulatory gap," defined as "the cause of the screeching halt that often greets new ideas that fared well in the scientific world but not so well in the world of lawyers." n318
The federal government has the constitutional authority to regulate technology based on the broad construction given to the Commerce Clause n319 by the Supreme Court. n320 Regulation to protect the public health and safety has long been permitted. n321 Moreover, Congress has the power to spend for the general welfare, which includes the power to place conditions on the funds provided. n322 The state governments can also regulate technology as long as the state regulation does not conflict with federal law. n323 Under the Constitution, federal law is supreme. n324 Within this public policy process involving new technologies, "the government has ample constitutional power to regulate . . . . The Constitution empowers Congress to regulate technology, and Congress has not declined that invitation." n325
When dealing with public policy issues involving new technologies, Congress can follow two well-worn policy paths. It can take the direct route and pass legislation regulating the technology or it can delegate its authority to the appropriate federal administrative agencies. n326 The delegation route is the road most frequently traveled. n327 Since many administrative agencies inhabit this regulatory beltway, approaches to regulating  [*139]  technology will vary from agency to agency. n328 However, while administrative agencies may be equipped with expertise, experience and institutional memory, the administrative agency faces enormous challenges in designing, formulating and implementing government policy. n329 In addition, numerous competing groups (many well-organized and some politically influential) will want to press their claims in this public policy process. n330
In this regard, biometrics is not without its intense critics. n331 For example, privacy rights advocate Robert Ellis Smith contends that " "in most cases, biometric technology is impersonal and it's overkill.' " n332 Public policy advocates also oppose government-mandated use of the technology. As Simon Davies, director general of Privacy International explains: "The idea of placing the entire population's fingerprint into a registry carried with it enormous messages and the message was that you will submit to the authority of government." n333 Davies notes that it is no accident that biometric systems are being tried out most aggressively with welfare recipients; they are in no position to resist. n334 Marc Rotenberg, of the Electronic Privacy Information Center in Washington, D.C., believes that biometric methods raise "significant privacy concerns. . . . Take someone's fingerprint and you have the ability to determine if you have a match, for forensic purposes." n335 Fundamentalist Christian Pat Robertson, observing that "the Bible says the time is going to come when you cannot buy or sell except when a mark is placed on your hand or forehead," n336 expresses doubts about biometrics and notes how the technology is proceeding according to Scripture. n337 And at least one other religious group has complained that the hand geometry devices used by  [*140]  California were making "the mark of the beast" on enrollees' hands. n338
The "biometric regulatory gap," therefore, may be defined as the possibility that the best technically acceptable biometric application will not necessarily be embraced as an acceptable biometric application for government use from a legal and/or policy standpoint. Most importantly, given the various government agencies involved in evaluating biometric technologies and their many applications, there will likely not be a single dominant technology that emerges. Rather, biometric balkanization will take place; that is, multiple technologies will be deployed as discussed in greater detail below.

2. Lessons of Whalen v. Roe for the Blueprint

In many situations, government officials will be the principal architects of their agency's biometric blueprint--the comprehensive plan they will design, establish, implement and coordinate with other interested public and private sector actors to enable biometric technologies to be used effectively in a government program. Before drafting this biometric blueprint, these architects need to familiarize themselves with how the federal judiciary would likely approach such an issue. By doing so, the architects, together with general counsel and other interested parties, can hopefully draft a biometric blueprint that preempts major legal challenges. n339
a. Drafting the Biometric Blueprint

Government officials, as the architects, should draft their biometric blueprint drawing on the lessons of the Supreme Court's decision in Whalen. At the risk of stating the obvious, this blueprint should be drafted as part of a coordinated team effort. n340 In addition to considering the many technical, security and administrative issues, the architects must also identify and address legal and public policy concerns. As one Canadian biometric architect has noted, "just as it would be inconceivable to build a new system without any idea of the financial costs involved, it should be equally inconceivable to build a new system without any idea of the privacy costs involved, or the protections needed to minimize  [*141]  those costs." n341 From the outset, general counsel should be an integral part of this critical effort.

To satisfy the judiciary's concern over unauthorized disclosures, the centralized database should be governed by a "use limitation" principle meaning that restrictions should be placed on the use of the biometric identification information stored in the database. n342 When a government agency collects biometric identification information from an individual, it should do so with a primary purpose in mind. n343 For example, when a state Department of Motor Vehicles requires a biometric identifier from a licensed driver, it does so for the specific and proper purpose of confirming that individual's identity to help ensure traffic safety. n344 The use of the biometric identifier should ideally be limited to that primary purpose and should not, for example, be disclosed to private sector interests. n345 Such a safeguard is reasonable from the policy perspective of safeguarding privacy concerns, encouraging public confidence in the system, as well as maintaining system integrity by preventing ne'er-do-wells from compromising a biometric identifier for use in any kind of improper purpose. n346
At its most basic level, the database must be made physically secure. For example, any physical documents pertaining to the database should be kept in a secured area. n347 Depending on the amount, a safe, vault or building appropriately safeguarded is appropriate. Security personnel, alarm systems, video surveillance and other related security devices should be deployed as necessary. Most importantly, perhaps, biometrics should be used for access control purposes, thereby restricting unauthorized personnel from gaining access to the sensitive information in these databases. For example, instead of relying on easily compro-  [*142]  mised passwords and PINs, a biometric identifier would be scanned in at the computer workstation to determine database access. The use of a biometric log-on provides for greater accountability because an audit trail, or a precise record of who accesses what personal information within the database, is maintained. Thus, the database information can be restricted or compartmented based on the "need to know" principle.

The computerized network and system should also be made secure. n348 This task is made more difficult by the likelihood that such databases will become targets of hackers as well as criminal interests. To reduce this threat, agencies could engage in robust adversarial analysis or the technique of creatively attacking a system to learn its security and technical weaknesses. n349 Firewalls should be erected among the different databases.

Architects should explore the option of encrypting the biometric data to help further safeguard the information from disclosure. For example, agencies should require encryption of biometric data by promulgating the necessary regulations. Moreover, agencies could investigate the viability of adopting newly developed biometric technologies which use the individual's physical characteristics to construct a digital code for the individual without storing the actual physical characteristics in a database. n350 For example, using commercially-available finger image-based technology, a person's fingerprint is used during enrollment to create a personal identification number (PIN) for the individual. n351 This encoded PIN can only be decoded by a match with the appropriate finger pattern. n352 During verification, a computer search is done to ensure that the same PIN has not previously been entered into the system, thereby eliminating the fraud risk. n353 At the same time only the PIN, and not the actual fingerprint, is stored in the database. n354  [*143] 

Staff access should be limited to the "need to know" principle and updated personnel lists should be kept, indicating which employees enjoy which access levels. n355 Database requests themselves should be automatically logged to help prevent any employee from tampering with the system, and system access should be controlled by the use of biometrics.

Training, beyond the mere fundamentals, should be an agency priority. Agency employees should be instructed concerning their duties with respect to safeguarding the biometric information at their command. A senior official should be designated as the compliance officer to ensure that database information is protected. Whistleblower protection should be incorporated into the pertinent statute as well as the agency's regulations and convenient and anonymous reporting channels should be established to report violations. Perhaps most importantly, just as provided for in the New York statute in Whalen, n356 criminal sanctions should attach for unauthorized disclosures.

While beyond the limited scope of this paper, biometric architects also need to consider special provisions for those who are unable to comply with the biometric demands placed on them. For example, people who are physically disabled may not be able to use a biometrics-based system. Alternatives have to be made available for them. Along similar lines, procedural due process requirements will have to be honored. For example, in a government entitlements scenario, termination of entitlements should not be arbitrary. Rather, depending on the situation, appropriate pre-termination or post-termination procedures should be provided. For example, in the welfare entitlement setting, notice, an opportunity to confront adverse witnesses, an opportunity to present arguments and a decision made on the record should all be provided prior to the termination of benefits. n357
Given the legal and policy concerns discussed, this biometric blueprint has been offered as a starting point for government agencies adopting these dynamic technologies. Is there an ideal biometric that satisfies these concerns and neatly meshes with the blueprint? Lesser Biometrics seem favored if public acceptance and ease of implementation are  [*144]  weighed more heavily than technical, security and administrative factors. Lesser Biometrics are essentially noninvasive and nonthreatening; in short, they are the benign biometrics. For example, hand geometry, as the name implies, captures only measurements of the hand; even the most outspoken privacy advocates would be hard pressed to claim a right to privacy in ring size. Moreover, the system is relatively user-friendly.

For this reason, government lawyers, in their memos, might be inclined to embrace Lesser Biometrics. Unfortunately, the classic bureaucratic tension between lawyers and technologists will inevitably result. That is, the Lesser Biometrics will not always meet with the ready approval of bureaucrats in the policymaking chain, specifically the technical and security components of government agencies. Simply put, hand measurements are not as reliable as other biometrics in that they are not based on a truly consistent and unique physical characteristic. Similar technical and security concerns bedevil the other Lesser Biometrics.

As an Esoteric Biometric, vein measurement offers promise, but the current data seem far too incomplete. n358 Until this biometric becomes more fully developed and more widely deployed, its use as a viable form of identification remain more theoretical than real. Accordingly, Lesser Biometrics and Esoteric Biometrics will not be the immediate answer to resolving legal and policy concerns. n359
With the Higher Biometrics thus implicated as the most logical choice for immediate implementation, it is important to address whether a specific biometric technology will come to dominate the blueprint. At present, finger imaging has an early lead in terms of industry presence and it received an important seal of governmental approval when it was endorsed by the GAO. n360 The popularity of finger imaging is explained primarily by its accuracy, the long acceptance of fingerprinting by the public, extensive competition in the finger imaging market which leads to rapidly decreasing user costs, n361 and the influence of forces within the biometric community. n362 With regard to public acceptance of finger imag-  [*145]  ing, a recent survey of 1,000 adults revealed that 75 percent of those polled would be comfortable having a finger image of themselves made available to the government or the private sector for identification purposes. n363 This high acceptance is arguably underscored by over half of those surveyed saying they had been fingerprinted at some point in their lives. n364 Only twenty percent thought that fingerprinting "stigmatizes a person as a criminal." n365 Despite this early lead and apparent popularity, however, it is not clear that finger imaging will emerge as the biometrics of choice.

It is tempting to predict that finger imaging will dominate or that High Biometrics will come to monopolize the market because of their inherent accuracy. n366 However, this view overlooks one of the great strengths of the present biometric market: it offers many robust technologies which allow maximum choice for users. A more likely outcome is that biometric balkanization, or biometric diversity, will result: multiple biometrics will be deployed for multiple functions not only by various government agencies, but multiple biometrics will be deployed by the same government agency depending on the agency's mission. n367
Arguably, biometric balkanization, like its better known Eastern European namesake, can take on a sinister spin. Individuals are forced to give up various identifying "pieces" of themselves to countless government bureaucrats. The retina, the iris, the fingerprints, the voice, the signature, the hand, the vein and presumably even body odor are all extracted by the State, stored and replicated in countless databases.

Yet, biometric balkanization offers at least three key advantages for the biometric blueprint. First, biometric balkanization offers maximum flexibility to the government agency. To the extent it has experience and expertise, the government agency can tailor a specific biometric program to meet its own unique mission within its resource constraints. Depending on the situation and the degree of accuracy in identification required,  [*146]  the optimal biometric for that specific use can be selected. For example, the best biometric used to verify access to a government entitlements program might differ from the best biometric used by a state university to ferret out undergraduate examination fraud, which in turn might differ from the best biometric needed in a prison environment where hostile users will go to extreme lengths to foil identification efforts. Similarly, voice verification might be ideal for determining account access over the telephone, while signature dynamics might be better suited for tax authorities charged with monitoring tax returns.

Second, biometric balkanization might actually result in a synergy of the government agencies' interests and the individual's concerns. The government agencies basically want dependable, workable biometrics to achieve their primary purpose--verifying an individual's identity. The individual essentially wants the same thing, plus protection of private information. If different technologies are used for different situations, citizens will not face the necessity of reporting to the government's "biometric central" for enrollment. By allowing the agencies maximum choice of biometric technologies, the individual gains greater protection for private information.

Third, biometric balkanization could also lead to the safeguarding of biometric compartmentation, which would be achieved through the use of different biometric identifiers. For example, an iris pattern used for ATM access would be of little use to the Connecticut Department of Social Services, which uses finger imaging, just as the hand geometry pattern captured by the INS would be of little value to the IRS in examining signature dynamics.

From the privacy enhancement perspective, biometric balkanization is the equivalent of being issued multiple identification numbers, PINs or passwords, with the critical difference that biometric-based systems provide better security and greater convenience. Compartmentation, or the separation of personal information into small parts, is best achieved by biometric balkanization with a detailed biometric blueprint in place.

If biometric centralization and effective biometric standardization were to result, a cunning ne'er-do-well who obtains an individual's actual finger image would potentially be able to access that individual's personal information. With biometric centralization, the actual finger image would be the key that could unlock many compartments.

With biometric balkanization, biometric compartmentation results because only a small part of the individual's informational whole can be potentially accessed. For example, if a data thief purloins an individual's  [*147]  hand geometry pattern, she would only at most be able to unlock information compartments that use a hand geometry-based key.

On balance, however, the greater threat will likely not arise from the use of advanced technology, but rather from sloppiness in database management. The potential for a breach in database security increases as shortcuts are taken, budgets are slashed and trained personnel are few. Hence, the need for the comprehensive database protections described earlier is essential, particularly regarding criminal sanctions for unauthorized disclosures. n368
b. Using the Biometric Consortium

Within the executive branch of the federal government, there is an intergovernmental working group that is uniquely well-qualified to begin drafting the initial components of the biometric blueprint. Initiated by the National Security Agency (NSA), the Biometric Consortium (BC) serves as the U.S. Government focal point for "research, development, test, evaluation, and application of biometric-based" technology. n369 The BC reports through the Facilities Protection Committee to the National Security Policy Board to the Assistant to the President for National Security Affairs. n370 BC membership is currently comprised of representatives of six executive departments and each of the armed forces. n371 Among its responsibilities, the BC addresses legal and ethical issues surrounding biometrics as well as "advises and assists member agencies concerning the selection and application of biometric devices." n372 In addition to its regular meetings, the BC can also establish ad hoc bodies to address specific areas of need. n373
Recently the BC, through its executive agent, the NSA, took a positive step for assuring improved, independent biometric research by estab-  [*148]  lishing the National Biometric Test Center at San Jose State University. n374 The Center's mission statement reads in part:

The National Biometric Test Center will be a testing, learning and educational organization, created for the development, documentation, dissemination, promotion and teaching of scientifically/mathematically sound, "real-world" performance standards, testing protocols, and certification procedures for biometric devices, particularly those controlling access to U.S. government computers, computer and communications networks, and physical spaces. n375
The Center has been created under a "task order agreement," which means the Department of Defense (DoD), under whose jurisdiction NSA falls, will essentially determine the kind of tests to be conducted. n376 Initially, the assigned studies will likely be very project-specific tests of particular devices in very well-defined applications. n377 The first tests will involve fingerprinting systems. n378 While research into secondary information does not appear to be a high DoD priority at this early stage, the Center's staff is well aware of the legal, political and social issues raised by this technology. n379 Moreover, one of the advantages of a university environment is that the Center hopefully can, and should, take a broader, interdisciplinary approach.

To help guarantee this broader perspective, the BC should establish a Biometric Law and Policy Working Group, on an ad hoc basis, under its Ground Rules Committee, to study in greater detail the legal and policy implications of biometric technologies when used by government agencies. The Biometric Law and Policy Working Group should include legal scholars, government experts and technologists. One of the first priority issues of this Group should be to encourage the National Biometric Test Center and other organizations to address any medical information concerns raised by the use of biometrics. This priority issue is a case where "proving the negative" would help biometrics. If the Center were able to demonstrate that no medical concerns were implicated, public acceptance of the new technology would likely increase. At a minimum,  [*149]  the Group's studies should be presented in suitable public fora. n380
V. Conclusion

In determining if there is a constitutionally protected interest in forbidding the government to require that an individual provide biometricsbased identification information as part of a government program, this article has examined right to privacy issues in both the physical privacy and informational privacy contexts. In this regard, the prospect that a person's medical information might also be incidentally collected by a biometric technology has been noted as a possible concern. Furthermore, the Supreme Court's warning in Skinner--whether the use in criminal prosecutions of information gathered by an administrative agency would give rise to an inference of pretext, or otherwise call into question the administrative nature of the program n381 --has also been highlighted. Considerable attention should be focused on the Whalen decision for the lessons it provides for the architects of the agency's biometrics blueprint.

To withstand legal and policy challenges, the biometric architects, working closely with general counsel, should make certain that the database they design is secure and that all reasonable measures, including staff training, criminal sanctions and whistleblower protections, have been taken to prevent any unauthorized disclosures. While the future course of the industry is not clear, the phenomenon known as biometric balkanization will likely lead to greater choice for government agencies and greater protection for the individual. To address the legal and policy implications raised by biometric technologies, the Biometric Consortium should immediately establish a working group to encourage the National Biometric Test Center and other organizations to investigate medical information concerns related to biometrics.

Mindful of the regulatory gap, it is possible that the implementation of biometric applications in government programs might be delayed and that the technically best and most secure technology might not be the same as the most publicly and bureaucratically acceptable. While it is unclear which biometric technologies will eventually win out in the marketplace, it is certain that as biometrics becomes more commonly used for recognition purposes, special interest groups, national and state policy  [*150]  makers, administrative agencies and the courts all will begin to identify potential problem areas.

We are now eyeball to eyeball with a new, exciting technology that can make government programs more effective and efficient. Particularly in a period of limited governmental resources, biometrics makes it possible for taxpayers' dollars to be spent more productively. Now is not the time to blink. Government agencies can use biometrics in worthwhile ways and, at the same time, safeguard legitimate privacy concerns. Drafting a biometric blueprint should be an essential first step in this process. Without a biometric blueprint, we will soon be pointing fingers of blame.  [*151] 

Appendix I

A Selected Listing of Biometric Applications Presently Being Used by U.S. & State Government Agencies Central Intelligence Agency

The CIA developed a face recognition system currently used by several federal agencies. Much of the CIA's biometric work is classified; numerous other technologies are being evaluated.

Federal Aviation Administration

Evaluating various biometric technologies, including finger imaging for airport security applications.

Federal Bureau of Prisons

Various biometric technologies, including hand geometry and finger imaging, are securing access and verifying identity of prisoners, staff and visitors across the U.S.

U.S. Department of Commerce

Hand geometry to secure access to the DoC's Office of Computer Services.

U.S. Department of Defense--Various Components

Voice verification, hand geometry and finger imaging for access control. Much of DoD's biometric work is classified; numerous technologies are being evaluated.

U.S. Department of Energy

Hand geometry used for access control to sensitive portions of weapons laboratories. Much of DoE's biometric work is classified; numerous technologies are being evaluated.

U.S. Department of Justice, Drug Enforcement Administration

Hand geometry for access control.

U.S. Department of Justice, Federal Bureau of Investigation

Finger imaging for IAFIS (Integrated Automated Fingerprint Identification System). IAFIS would replace the present paper and ink based system with electronic finger images. NCIC 2000 (National Crime Information Center) will use various biometric technologies. Finger imaging is also used for access control.

U.S. Department of Justice, National Institute of Justice

Evaluating finger imaging and voice verification for smart gun technology. A smart gun incorporates, for example, biometric technology into the operating system of a firearm to restrict the firing of the weapon to authorized users.

U.S. Department of Justice, U.S. Immigration and Naturalization Service

Border Patrol evaluating facial imaging, voice verification, hand geometry and finger imaging technologies. The INSPASS system uses hand geometry for automation of frequent flyers at a number of U.S. airports. The IDENT system uses finger imaging to secure the southwest border of the U.S.  [*152]  U.S. Department of State

Evaluating various biometric technologies to aid in visa and passport processing.

U.S. Department of Treasury, Bureau of Printing and Engraving

Evaluating various biometric technologies to aid in currency control.

U.S. Department of Treasury, Internal Revenue Service

Evaluating signature verification for the electronic signing-off of income tax returns.

U.S. Department of Treasury, U.S. Secret Service

Evaluating hand geometry. Finger imaging to prevent fraud in the administration of pension programs.

California Department of Justice, SINS (Statewide Integrated Narcotics System)

Finger imaging to secure access to sensitive information about narcotics.

Department of Motor Vehicles at the State Level

Various states, including California, Colorado, Florida, New Jersey and Texas, are considering finger imaging for drivers licenses.

Entitlement Programs

A number of States, such as California, Connecticut, Illinois, Massachusetts, New Jersey, New York, Pennsylvania, and Texas are using finger imaging to prevent welfare fraud. Hand geometry, retinal scanning and signature verification are being evaluated by other states.

Other Prisons

Retinal scanning, iris recognition, finger imaging and hand geometry for securing access and verifying identity of prisoners, staff and visitors across the U.S.
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