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SUMMARY:
... Today's workplace is drastically different from the workplace of a half-century ago. ... Although there is a lack of judicial precedent dealing with employer monitoring of telephone and oral communications for criminal misconduct in the workplace, courts have considered the issue of whether a search of an employee's computer and e-mail is reasonable when it provides evidence of criminal misconduct. ... " However, due to the nature of e-mail and Internet operations, carefully crafted and correctly implemented employer monitoring policies, and the courts' reliance upon a statutory framework for analysis of employees' Fourth Amendment rights, the end result is a noticeable difference between employees' privacy rights in using a telephone and using a computer. ... For several reasons, courts are reluctant to hold that an employee has a reasonable expectation of privacy in his use of e-mail or Internet in the workplace. ... Conversely, where an employer's computer and electronic communications monitoring policy is insufficient or incorrectly followed, courts are more likely to find that an employee's subjective expectation of privacy is also objectively reasonable. ... Criticisms of Judicial Interpretation of the Application of the Electronic Communication Privacy Act to the Monitoring of an Employee's Electronic Communications ...  

TEXT:


I. Introduction

Today's workplace is drastically different from the workplace of a half-century ago. Technological advances have made it practical and inexpensive for employers to utilize the most modern of communication devices. While the telephone has long been standard in the workplace, use of computers is rising. The number of employees using e-mail and the Internet at work increased from eighteen percent in 1998 to almost forty-two percent in 2001. n1 In addition, the means by which employers may monitor an employee's conduct are also increasing. Workplace monitoring is becoming a common occurrence and a serious concern in both the private and public sectors.

As workplace monitoring increases, the prevalence of employee claims that such monitoring violates their expectations of privacy increases correspondingly. While the private sector employee can expect little protection from employer intrusion, a public sector employee may rely on his Fourth Amendment right to privacy to defend him against unreasonable searches by his employer. n2 In addition, the Electronic Communications Privacy Act n3 provides another important vehicle to safeguard public employee rights. When analyzing the privacy rights of the government employee in the workplace, however, it is critical to bear in mind that the rights of the individual must be balanced against the right of the government to maintain an efficient and productive workplace.

Privacy rights of employees are frequently examined by commentators; most have concluded that recognized rights to privacy in the workplace are lacking in both the private and public sectors. n4 A common criticism is that the privacy that is afforded government employees is insufficient, especially concerning the monitoring of employee e-mail and Internet use. n5 This criticism is usually the result of a mistaken focus on the subjective expectations of the average employee regarding the use of such mediums. n6 Commentators also argue that the privacy afforded to an employee's telephone conversations should apply to e-mail and Internet use as well. n7
As this Comment will show, an employee's expectation of privacy cannot prevail if it is unreasonable. Due to the nature of e-mail communications and Internet use, an employee's expectations of privacy are often unreasonable and sometimes outright absurd. E-mail communications and Internet use are inherently "open" to numerous viewers, including the employers who provide or maintain office network systems and e-mail services. n8 In addition, well-crafted monitoring policies will often ensure that a government employee is aware that any expectations of privacy he or she may harbor are unfounded in both electronic and wire communications. Finally, an examination of the law in this area demonstrates that the safeguards the law currently provides to protect reasonable expectations of employee privacy are correctly tailored to guarantee that government employers will not invade an employee's right to privacy while still ensuring that the efficiency of the government workplace is not hindered. 

This Comment will attempt to show the different constitutional and statutory means by which the privacy interests of the public sector employee are protected. It will examine the differing treatment of monitoring of the traditional oral and wire forms of employee communications and how the courts are attempting to cope with difficulties posed by advanced technologies such as e-mail communications and the Internet. Finally, this Comment will examine and respond to the common criticisms of the current judicial and statutory protections of public employees' privacy interests.

II. Monitoring Employee Communications

There are many reasons why employers may find it desirable or necessary to monitor employee conduct. First, employee monitoring may help an employer to determine whether employees are misusing resources or time. n9 This is especially important concerning employee use of computer resources; because improper personal use of office computer resources not only decreases employee productivity, it may also decrease the efficiency of office computers and computer networks. n10 Despite inferences drawn by employees to the contrary, the primary motivation for monitoring of employee communications is not to search for evidence of misconduct, and certainly not to uncover evidence of criminal misconduct, but to protect workplace efficiency. In a recent study of private companies by the United States General Accounting Office, officials of the companies studied stated that monitoring of stored data was used principally to back up files, to manage computer resources, and to track the system's capacity. n11 Eight of the fourteen companies surveyed further stated that the contents of employee e-mails would only be read as a result of an investigation based upon other evidence of workplace misconduct. n12 As the case law examined in this Comment suggests, inappropriate employee use of office communications resources-especially misuse of electronic communication mediums -- is common. This may have severe detrimental effects on the efficiency and productivity of office communication systems. As one analyst notes, an office T-1 line's performance may be slowed or even halted by as little as two employees simultaneously watching a 90-second movie trailer. n13 This demonstrates that monitoring of employee communications is necessary to promote an efficient workplace in the public sector as well as the private.

Employee monitoring may also be necessary to prevent theft or disclosure of proprietary and confidential information. n14 Employee monitoring is also an important means of preventing misconduct by employees that is illegal or that might subject the employer to liability. n15 Increasingly, employees are using e-mail and the Internet to conduct criminal activities, violate copyright law, or engage in harassment. n16 This is especially detrimental to employers because e-mails and statements made over the Internet are increasingly used as evidence in litigation. n17 In addition, inappropriate e-mails and Internet usage may create a hostile work environment that can subject employers to suit. n18
For these reasons, monitoring of employees has become more frequent and may result in discipline or termination of employees. In the United States General Accounting Office study of employee monitoring practices in private sector companies, all fourteen of the companies interviewed stored their employees' electronic transactions, and eight stated that they would review those transactions if they suspected that the employee was engaged in work-related misconduct. n19 Six of these companies regularly reviewed and analyzed such transactions to find evidence of resource misuse or inappropriate computer uses. n20 Of companies that monitor their employees' e-mail use and Internet access, inappropriate use of these office resources often results in discipline or termination. n21 In fact, according to a 2002 Washington Internet Daily release, sixty-seven percent of private employers have disciplined or terminated employees for inappropriate use of the Internet or e-mails. n22 Such widespread monitoring has serious implications for employee privacy issues in the general workplace. In the public sector workplace, where an employee's Fourth Amendment rights may provide a greater expectation of privacy than a private sector employee would have, the implications may be critical.

III. Fourth Amendment Analysis of the Monitoring of Employees' Oral and Wire Communications

A. Employee Expectations of Privacy

Surveillance and monitoring of government employee telephone calls and conversations are governed first by the Fourth Amendment right to be protected against unreasonable searches and seizures. n23 The United States Supreme Court set out the test applied in such circumstances in O'Connor v. Ortega, n24 which addressed a search by a government employer of the office of a government employee. n25 The Court first noted that searches and seizures by government employers of employee property are subject to the constraints of the Fourth Amendment. n26 When such searches occur in a government workplace, however, courts must "balance the invasion of the employees' legitimate expectations of privacy against the government's need for supervision, control, and the efficient operation of the workplace." n27
The Court in O'Connor provided a two-prong test to determine whether an employee possesses a reasonable privacy interest that must be protected from employer interference. n28 First, courts must inquire "whether the defendant is able to establish an actual, subjective expectation of privacy[.]" n29 Second, courts ask "whether that expectation of privacy is one which society would recognize as reasonable." n30 The Court also added that "public employees' expectations of privacy in their offices, desks, and file cabinets, like similar expectations of employees in the private sector, may be reduced by virtue of actual office practices and procedures, or by legitimate regulation." n31 Thus, the reasonableness of an employee's privacy interest must be balanced against the government employer's interests.

As applied to the privacy interests of government employees in their telephone calls and conversations in the workplace, the subjective test of a reasonable expectation of privacy is easily satisfied. Courts generally will examine the nature and content of the conversation and find that the employee would not have engaged in such communication if he had not expected that it would remain private. n32 In the words of one Sixth Circuit Judge: "the frank nature of the employees' conversation makes it obvious that they had a subjective expectation of privacy . . . no reasonable employee would harshly criticize the boss if the employee thought that the boss was listening." n33
Employees must next prove that their subjective expectation of privacy is objectively reasonable. n34 In determining the reasonableness of an employee's expectation of privacy, courts often look at the sufficiency of an employee's efforts to maintain privacy in his communications. Conducting conversations in isolated spaces, when no one else is present and when the telephone is not in use, helps to ensure that the communications will remain private and will support the reasonableness of the employee's expectation of privacy. n35
The United States Court of Appeals for the Fifth Circuit has identified a list of factors that will be considered when determining the reasonableness of an employee's expectation of privacy, including:

(1) the volume of the communication or conversation; (2) the proximity or potential of other individuals to overhear the conversation; (3) the potential for communications to be reported; (4) the affirmative actions taken by the speakers to shield their privacy; (5) the need for technological enhancements to hear the communications; and (6) the place or location of the oral communications[.] n36
Thus, the reasonableness of an employee's expectation is often affected by whether the employee took reasonable measures to safeguard that expectation.

Government employers may also take measures to reduce an employee's expectation of privacy. Most notably, an employee's claim of an expectation of privacy is often defeated by specific and carefully followed policies providing notice that the employee's conduct and communications may be monitored by the employer. n37 Police stations in particular often monitor both incoming and outgoing calls to ensure workplace efficiency, and courts will usually find that an employee's expectation is unreasonable where the employee has notice of such a policy. n38 This rationale also extends to the monitoring of telephone calls in other offices, but preferably the monitoring should be conducted in the ordinary course of business, not during an investigation of specific misconduct, and it is essential that the employee is given notice that monitoring or surveillance will be conducted. n39 Thus, a well-drafted and carefully implemented employer monitoring policy can help to defeat employees' claims that their privacy interests have been violated by employer surveillance.

Where an employer's policy is insufficient or is not carefully followed, however, a government employee's privacy expectation may be considered reasonable despite the presence of a monitoring policy. Where a policy is ambiguous or where the policy conflicts with other instructions given to employees, a court may hold that the policy does not provide sufficient notice to employees that they cannot expect privacy in their communications. n40 In addition, where a policy provides notice only of certain surveillance measures, it will not be held to provide notice to additional surveillance measures that may be added. n41 It is important for employers to evaluate their monitoring policies to ensure that they provide sufficient notice of the monitoring measures used, the purpose of the monitoring, and the consequences that may result if the monitoring produces evidence of employee misconduct. In addition, monitoring policies should be routinely implemented and strictly followed.

B. Unreasonable Searches and Seizures

Even if an employee can show a reasonable expectation of privacy, he must still prove that the search or seizure conducted by the government employer was unreasonable in order to succeed in his Fourth Amendment claim. In O'Connor, the Supreme Court of the United States held that intrusions by a public employer upon the reasonable privacy interests of public employees for work-related purposes must be judged by a standard of "reasonableness under all the circumstances." n42 This standard will be met where the action was "'justified at its inception[,]'" and where the scope of the search is reasonably related to the justification for commencing the search. n43 The Court further provided that a search by an employer will usually be "justified at its inception" where there are "reasonable grounds" for suspicion that the search will provide evidence of work-related misconduct or where the search is necessary for a non-investigatory purpose. n44 Unlike most government searches, probable cause is not required for a search by a government employer for evidence of work-related misconduct by an employee. n45 This is because "public employers have a direct and overriding interest in ensuring that the work of the agency is conducted in a proper and efficient manner[,]" which requires that a lower standard of cause be imposed upon the employer. n46
While an employer search will usually be found reasonable when it is conducted to produce evidence of work-related miscon duct, the results vary somewhat when the work-related misconduct is also criminal misconduct. Where the search is conducted by a government employer primarily to further a criminal investigation, the stricter requirements of probable cause and a warrant requirement may apply. n47 Although there is a lack of judicial precedent dealing with employer monitoring of telephone and oral communications for criminal misconduct in the workplace, courts have considered the issue of whether a search of an employee's computer and e-mail is reasonable when it provides evidence of criminal misconduct. In such a situation, courts generally hold that the employer is entitled to a lower standard of cause when the search is conducted primarily to produce evidence of workplace misconduct, regardless of its dual nature. n48 Courts have found that such a search does not require a more stringent probable cause standard because the government employer will not "lose its special need for 'the efficient and proper operation of the workplace,' merely because the evidence obtained was evidence of a crime." n49
IV. Analysis of the Monitoring of Employees' Oral and Wire Communications under the Electronic Communications Privacy Act

A. Employer Liability Under the Electronic Communications Privacy Act

Where the employee is unable to show that monitoring and surveillance by the employer amounted to a violation of her Fourth Amendment rights, she may instead subject the employer to liability under the Electronic Communications Privacy Act ("ECPA"). n50 Claims under the ECPA are based upon illegal interception of protected communications. Title I of the ECPA, also known as the Federal Wiretap Act, provides that "Any person who . . . intentionally intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to intercept, any wire, oral, or electronic communication . . . shall be punished as provided . . . or shall be subject to suit[.]" n51 "Intercept" is defined within the code as "the aural or other acquisition of the contents of any wire, electronic, or oral communication through the use of any electronic, mechanical, or other device." n52 Thus, an employer may be found liable under the Wiretap Act for acquiring, through the use of a device, the contents of an employee's oral or wire communication.

Similar to a Fourth Amendment analysis, in determining the liability of a government employer under the Electronic Communications Privacy Act, the employee whose communication is intercepted must possess a subjectively and objectively reasonable expectation of privacy in the communication. n53 Thus, the same factors that are utilized in a Fourth Amendment analysis of the employee's privacy expectations must also be applied in determining liability under the ECPA. However, a claim under the ECPA differs from a Fourth Amendment claim in that the employee must prove an "interception" in violation of the statute rather than an unreasonable search and seizure. In addition to encompassing claims of privacy invasions that fail to violate the Fourth Amendment, n54 the Sixth Circuit has suggested that ECPA statutory claims will preempt a Fourth Amendment claim where it is conceded that the statute provides sufficient constitutional protection. n55 Thus, the ECPA provides an important -- and sometimes the only -- means of imposing liability on an employer for monitoring of government employees. 

B. Exceptions to Employer Liability Under the Electronic Communications Privacy Act

While the Electronic Communications Privacy Act does provide another means of establishing liability for the monitoring and recording of employee communications, there are several exceptions to the Act that may protect a government employer from liability. The first is the provider exception, which allows an employer that provides its own communications system to intercept employee communications to avoid liability if the interception is within the normal course of employment and the interception is the result of either a necessary activity or a need to protect the property rights of the provider. n56 Where the employer provides its own communication system and the interception occurs within the normal course of employment and to protect the employer's property, which may apply to workplace telephone monitoring, the employer will be exempted and cannot be held liable for such interception under the Federal Wiretap Act. Where the employer's communications systems are maintained by an outside provider, however, the provider exemption will usually not be available to the employer.

The "business use" exemption also protects employers from liability for monitoring and recording employee communications. This exemption provides that a device that is furnished by a provider of a communication service in the ordinary course of its business and is used by a subscriber in the ordinary course of its business will not qualify as an "intercepting device" that must be used for an interception to be prohibited by the ECPA. n57 This exemption allows employers who do not provide their own communications system to avoid liability if the interception occurs in the ordinary course of the employer's business. While "ordinary business use" is not defined in the statute, the Sixth Circuit has held that the provision requires that the use of the device be "(1) for a legitimate business purpose, (2) routine and (3) with notice." n58 Like the provider exemption, the business use exemption probably will be met if the monitoring is conducted routinely in order to prevent misuse of office resources and other work-related misconduct, and if the employer's monitoring policy provides sufficient notice to the employee. n59
The business use exemption is applicable especially if the employer is a police department because monitoring and recording of telephone communications are often routinely conducted in police departments, which increases the likelihood that such practices will be considered in the ordinary course of business of the employer. n60 In addition, a separate law enforcement exception exits that will exempt a police department from liability for recording of telephone lines, which is nearly universal in prisons and police departments. n61
A final exemption is prior consent by the employee to the interception of employee communications by the employer. While express consent is preferable, consent may also be implied by the employee's knowledge of employer monitoring practices. n62 For courts to find implied consent, however, the employer must demonstrate that it utilized a monitoring policy and that the particular employee was made aware of the policy. n63 Thus, the consent exemption is another example of how a carefully drafted and executed employer monitoring policy may help the employer escape liability for its monitoring practices.

Although most courts reject the premise, the Seventh Circuit has constructed an additional exception in refusing to hold entities liable under the Electronic Communications Privacy Act. Presumably the court relied upon the premise that the statute provides for liability of a "person" for illegal interception and not for liability of a "municipality." n64 Because a municipality is not technically a "person," the court held that ECPA liability does not extend to government employers. n65 The Seventh Circuit's decision in Amati v. Woodstock, however, is contrary to Congress's amendment of the ECPA. In 1987, Congress amended the Act and added the word "entity" to the definition of those who could be found liable under the provision, and since the amendment, most courts agree that governmental entities are included among parties that may be held liable for interception of oral and wire communications. n66
V. Fourth Amendment Analysis of the Monitoring of Employees' E-mail Communications and Internet Use

When evaluating the constitutionality of employer monitoring of e-mails, courts will apply the same two-prong test as applied to employer monitoring of telephone conversations. Courts will require the employee to establish a subjective expectation of privacy and also to show that his subjective expectation of privacy is "one which society would recognize as reasonable." n67 However, due to the nature of e-mail and Internet operations, carefully crafted and correctly implemented employer monitoring policies, and the courts' reliance upon a statutory framework for analysis of employees' Fourth Amendment rights, the end result is a noticeable difference between employees' privacy rights in using a telephone and using a computer. 

A. Employee Expectations of Privacy

As with employee wire communications, it is relatively easy to satisfy the test of a subjective expectation of privacy in an employee's electronic communications. Courts usually will find from the content of the communication that the employee must have believed the communication would remain private; otherwise the employee would not have made it. n68 In addition, precautions taken by the employee to ensure privacy will often be considered when applying the subjective standard of reasonableness. n69 Even where passwords are shared and computers are accessed by others, courts will still accept that the employee retains some subjective expectation of privacy in the contents of communications. n70
It is in the application of the requirement that the employee's expectations be objectively reasonable -- where the courts asks whether society is prepared to accept the particular expectation of privacy -- that the employee is overwhelmingly defeated. n71 For several reasons, courts are reluctant to hold that an employee has a reasonable expectation of privacy in his use of e-mail or Internet in the workplace.

The idea that government employees do not have a reasonable expectation of privacy in their e-mail use in the workplace is predicated upon the essential nature of e-mail communication, especially when the employer is the provider of the e-mail system. The operation of an e-mail system is such that the communication is exposed to multiple computers before it reaches its final destination. n72 Even after the message is received by its intended recipient, the content of the communication is still easily accessible by others. n73 For example, when an e-mail is "sent" by its composer, the message is first sent to the user's internet service provide ("ISP"), which looks at and copies the e-mail and then sends a copy to the recipient's ISP. n74 When the recipient requests the e-mail, a copy will then be sent to the recipient by her ISP. n75 Thus, the contents of an e-mail communication will be disclosed to its recipient, the ISPs of both sender and recipient, as well as other computers during transmission between ISPs. n76 The open nature of the operation of e-mail communication leads some commentators to compare e-mail communications to postcards rather than regular postal mail. n77
While the average employee may not understand this essential distinction between e-mail communications and postal mail, courts do consider the technological facts when determining whether an employee's expectation of privacy is reasonable. This is especially true where employer monitoring policies provide notice to employees that e-mail communications and Internet use are susceptible to access and review by the employer. n78 A well-drafted employer policy reserves the right to view or scan files or software stored on the employee's computer or in the employer's system network, provides that monitoring will be conducted randomly or for cause, specifies legitimate and prohibited uses of computer and network equipment, and informs the employee of the consequences of misuse. n79 Where an employer monitoring policy specifically and clearly delineates this information to the employee, courts will hold that the employee could have no reasonable expectation of privacy in light of the employer's warning to the contrary. n80 

Conversely, where an employer's computer and electronic communications monitoring policy is insufficient or incorrectly followed, courts are more likely to find that an employee's subjective expectation of privacy is also objectively reasonable. In Leventhal v. Knapek, n81 the Second Circuit Court of Appeals upheld an employee's expectation of privacy in the software downloaded onto his office computer as objectively reasonable. n82 The Department of Transportation did not specifically prohibit storage of personal materials on office computers and did not routinely monitor or access the data stored on employees' computers, so there was no notice to Leventhal that his office computer was not subject to an expectation of privacy. n83 Likewise, in United States v. Slanina, n84 the Fifth Circuit found a reasonable expectation of privacy with respect to files on a city fire chief's office computer where there was an "absence of a city policy placing Slanina on notice that his computer usage would be monitored[.]" n85 This was true even though the computers were owned by the city, the employee was aware that some access to the computer by the city might be necessary for maintenance and repairs, and Slanina gave his password to the computer technician who found evidence of child pornography on the computer. n86 Thus, while a carefully crafted computer and e-mail monitoring policy may be fatal to a public employee's Fourth Amendment claim, the lack of such a policy or a misapplied policy may be equally detrimental to a public sector employer's interests.

Another factor in determining the reasonableness of the employee's expectation of privacy is the employee's own attempts to secure such privacy in the workplace. If an employee takes measures to ensure privacy in his office, computer, and e-mail communications, it is more likely for courts to hold that his expectation of privacy was reasonable. n87 Efforts to close and lock office doors and installation of passwords on computers and e-mail accounts are not determinative, but these steps may help to create a reasonable expectation of privacy. n88 This remains true even if a limited number of others have access to the employee's office and computer. n89 Efforts to delete data or communications from a computer, however, do not constitute sufficient measures to maintain privacy and to ensure that the subjective expectation of privacy will be reasonable. n90 This is especially true where the employer maintains a monitoring policy that gives notice to the employees that deleted data may still be stored and retrieved by the employer. n91
Although courts may consider these factors in determining objective reasonableness, some courts will apply such factors only towards the determination of the employee's subjective expectation. In addition, some courts hold that the existence of e-mail and computer passwords does not support a finding of objective reasonableness when such a finding would conflict with information contained in the employer's monitoring policy. n92 Thus, while courts may consider whether an employee takes reasonable measures to ensure privacy, the results of such an application are uncertain and usually are given far less weight than employer actions and monitoring policies.

B. Unreasonable Searches and Seizures

Even if an employee has shown that his expectation of privacy was objectively reasonable, he must still prove that the search and seizure of his office equipment was unreasonable within the meaning of the Fourth Amendment in order for his invasion of privacy claim to be successful. Workplace searches by a public employer for work-related purposes must be judged by a standard of "reasonableness under all the circumstances" and not by a higher "probable cause" standard. n93 This standard will be met where the action was "'justified at its inception'" and where the scope of the search is reasonably related to the justification for commencing the search. n94 

The search of a public employee's computer or email is justified at its inception provided that the employer has reasonable grounds to believe that the employee's computer files or stored e-mail contain evidence of work-related misconduct, such as the inappropriate use of office computer resources. n95 Work-related misconduct also includes that which will subject the employee to criminal liability. n96 Thus, a reasonable ground to suspect either criminal or non-criminal misconduct is sufficient to justify a search by the employer at its inception, as long as the misconduct is work-related. In addition, non-investigatory searches or intrusions -- such as accessing an employee's computer files or e-mails to retrieve a needed file or for maintenance and repairs -- will also be justified if they are work-related. n97
For an employer search to be found reasonable, its must also be reasonable in scope in relation to the justification for the search. In United States v. Slanina, n98 the full search of an employee's computer and disks was reasonable where there were grounds to suspect the presence of child pornography on the computer. The city provided the computer, and city policy expressly prohibited its use to access pornography. n99 In Leventhal v. Knapek, n100 a search of a Department of Transportation employee's computer files produced evidence that the employee had installed prohibited software on his office computer in order to conduct a separate tax preparation business while at work. n101 The search was prompted by an anonymous allegation that the employee spent significant work time on personal matters. Despite the vagueness of the allegation, which did not contain a specific reference to the employee's inappropriate computer use, the court held that the search was reasonable in scope. n102 In addition, an employer may enter an employee's office and search his office computer and files to retrieve computer resources belonging to the employer, regardless of the employee's reasonable expectation of privacy in his office space. n103 

C. Criticisms of the Courts' Analysis of the Fourth Amendment Privacy Rights of Employees in Their E-mail Communications and Internet Use

There is much criticism regarding the courts' treatment of the Fourth Amendment rights of government employees in workplace searches. Most commentators lament the lack of privacy, particularly in terms of the difference between privacy rights in wire communications and electronic communications. n104 Commentators most often criticize the judicial determination that because e-mail communications and computer files are easily accessible by employers and other system providers, these forms of communication do not create a reasonable expectation of privacy. n105 Commentators generally agree that this conflicts with the actual expectations of the users. n106 In addition, it is argued that there is conceptually little difference between the contents of an e-mail communication and the contents of a telephone communication, and, therefore, there is little justification for finding that there is an expectation of privacy in the one but not the other. n107
One earlier criticism has essentially been disproven -- that a lack of privacy rights in electronic communications would discourage the growth of new technology. n108 This fear was rational, and Congress expressed its concern over the issue when the ECPA was amended to include electronic communications. n109 Even so, Internet and e-mail use continue to increase despite the nearly universal criticisms that these mediums lack privacy protections. The continued increase in usage strongly suggests that growth of communication technologies will not be hindered by judicial interpretations of the Fourth Amendment protection of these mediums.

VI. Analysis of the Monitoring of Employees' E-mail Communications and Internet Use Under the Electronic Communications Privacy Act

Besides the Fourth Amendment, disgruntled government employees may also bring claims under the Electronic Communications Privacy Act n110 when they believe their e-mail or computer privacy interests have been invaded. While the ECPA governs e-mail and Internet use as well as wire communications, courts have interpreted the protection provided under this statute governing electronic communications quite differently from the protections afforded to oral and wire communications. Although most wire communications fall under the purview of the Federal Wiretap Act, n111 because of the nature of e-mail communications, the Wiretap Act usually will not apply to electronic communications and e-mail communications. Internet use usually will be protected from employer intrusion only by Title II of the ECPA, also known as the Stored Communications Act. n112
A. Title I -- The Federal Wiretap Act

Under Title I of the Electronic Communications Privacy Act: "Any person who . . . intentionally intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to intercept, any wire, oral, or electronic communication . . . shall be punished as provided . . . or shall be subject to suit[.]" n113 "Intercept" is defined within the code as "the aural or other acquisition of the contents of any wire, electronic, or oral communication through the use of any electronic, mechanical, or other device." n114 On its face, therefore, the statute appears to apply to electronic communication in the same manner that it applies to oral and wire communications. However, judicial determination of the applicability of Title I to e-mail communications and Internet use has hinged on the definition of "intercept" as it applies to the technical process used to transmit an electronic communication and has produced a very different outcome than the application of the same term to oral and wire communications.

1. "Interception" of an Employee's Electronic Communications Under the Federal Wiretap Act

Steve Jackson Games, Inc. v. United States Secret Service, n115 decided by the Fifth Circuit Court of Appeals, sets forth the original construction of the Federal Wiretap Act as it applies to e-mail communications and Internet use. n116 In Steve Jackson Games, the court decided whether the seizure of a computer and the e-mail stored upon the electronic bulletin board operated by that computer constituted an interception under the Federal Wiretap Act. n117 In reaching its decision, the court found it instructive that while the definition of wire communication included "any electronic storage of such communication" n118 the definition of electronic communication did not include a provision for electronic storage of electronic communications. n119 

The court found that the e-mail at issue was an electronic communication that was in "electronic storage." n120 The court also held that the use of the word "transfer" in the definition of "electronic communication" and the lack of a provision for storage in the definition of electronic communications reflected a congressional intent for "intercept" to apply to electronic communications only during the transmission of such communications and not when they are in storage. n121 Because the e-mails at issue had already been transmitted and were waiting in electronic storage on the electronic bulletin board to be accessed by their recipients, the court found that the e-mails had not been illegally intercepted under the Federal Wiretap Act. n122 Thus, an e-mail communication will only be protected from interception by Title I of the ECPA when it is in transmission. Once it has been transmitted and is placed in electric storage on an ISP, it cannot be "intercepted" within the meaning of the statute.

The decision in Steve Jackson Games has been followed by most courts deciding the issue of the Federal Wiretap Act's applicability to e-mail communications and Internet use. n123 While most decisions addressing the issue emerge from federal district courts, the Ninth Circuit Court of Appeals recently considered the issue in Konop v. Hawaiian Airlines, Inc., n124 and after some initial confusion, chose to follow the rationale of the Fifth Circuit. n125 In Konop, an officer of the employer used another employee's name to access a website maintained by Konop on which Konop criticized his employer and its officers. n126 Konop claimed that the employer's view ing of the website constituted an illegal interception under the Federal Wiretap Act. n127 The court followed the narrow definition of "intercept" found in Steve Jackson Games and added that the amendment to the Federal Wiretap Act effected by the USA PATRIOT Act n128 eliminated storage from the definition of wire communications, providing further support for a narrow construction of "intercept." n129 Because the information found on Konop's website was in electronic storage rather than transmission, the court held that the employer's actions in accessing the web site using another employee's name did not constitute an illegal interception under the Federal Wiretap Act. n130
2. Exceptions to Employer Liability Under the Federal Wiretap Act

The nature of e-mail is such that communications travel at the speed of light; therefore, the window of time where an electronic communication can be intercepted during transmission is miniscule. n131 As a result, employees will have great difficulty bringing a claim against an employer for a violation of the Federal Wiretap Act resulting from the monitoring of the employee's e-mail communications or Internet access. This difficulty is especially apparent when certain statutory exceptions further limit the circumstances in which an electronic communication may be intercepted in violation of the Act. These exceptions were specifically created to protect common monitoring situations and will often apply to employer monitoring of employees.

The first exemption provides that where the employee has given prior consent to the employer's monitoring practices, the employer cannot be held liable for such practices under the ECPA. n132 An employee may expressly give consent, or consent may be implied from the terms of an employer's monitoring policy where the employee has notice of the policy. n133 The actual monitoring, however, must closely conform to the policy, and implied consent to monitoring practices specified in the policy will not be construed to provide implied consent to other practices that are not specifically defined in the policy. n134 Thus, the consent exemption has a similar application to electronic communications as to wire and oral communications.

A second exemption that may shield employers from liability is the "business use" exemption that excludes from the definition of intercept those interceptions acquired by "telephone or telegraph instrument, equipment or facility, or any component thereof, (i) furnished to the subscriber or user by a provider of wire or electronic communication service . . . being used by the subscriber or user in the ordinary course of its business[.]" n135 For this exemption to apply, the employer must be classified as the system provider or a subscriber, and the interception would have to be made in the ordinary course of its business. As previously mentioned regarding the exception's application to wire communications, n136 the employer's monitoring must be "(1) for a legitimate business purpose, (2) routine and (3) with notice." n137 Commentators suggest that a random employer policy of e-mail and Internet use monitoring to detect computer resource abuses would probably constitute interceptions made in the ordinary course of business, but the full extent to which this exemption may be utilized by employers remains unclear. n138
3. Criticisms of Judicial Interpretation of the Application of the Electronic Communication Privacy Act to the Monitoring of an Employee's Electronic Communications

Judicial interpretation of the Federal Wiretap Act and its application to e-mails and other electronic communications has been widely criticized. The most prevalent of the criticisms is that the Federal Wiretap Act as interpreted by the Steve Jackson Games court will never apply to intrusions into electronically-stored mediums, and, therefore, the addition of "electronic storage" to the definition of wire communications has been rendered completely superfluous. n139 Many commentators advocate further amendments to the ECPA to allow electronic communications to be "intercepted" while in storage and thus to equalize the treatment of electronic and wire communications. n140 Through an amendment of the ECPA affected by the USA PATRIOT Act, n141 however, Congress eliminated storage from the definition of wire communications, suggesting that an equalization of the treatment of the different communication mediums is best accomplished by reducing the privacy expected in stored communications of every medium. n142
A final criticism of the judicial interpretation of electronic communications under the ECPA is that it fails to reflect the subjective expectations of society and individuals of privacy in their e-mail and Internet use. n143 Advocates of this position argue that while as a matter of judicial construction it may be easier to analogize an e-mail communication to a postcard, n144 which is disclosed to viewers during the transmission, average e-mail users will assume that their e-mail communications are at least as private as a communication by regular mail and will expect similar privacy protections. n145
B. Title II -- The Stored Communications Act

Although most employee claims against an employer for intrusion into an employee's e-mail or Internet use will fail under Title I of the Electronic Communications Act, such claims may fall under the purview of Title II, the Stored Communications Act. n146 The Stored Communications Act provides that

whoever . . . intentionally accesses without authorization a facility through which an electronic communication service is provided; or . . . intentionally exceeds an authorization to access that facility; and thereby obtains, alters, or prevents authorized access to a wire or electronic communication while it is in electronic storage in such system shall be punished[.] n147
While both the Federal Wiretap Act and the Stored Communications Act create liability for interference with electronic communications, several noticeable differences exist. First, the penalties for "interception" of electronic communications are generally more severe than the penalties for "access" of stored electronic communications. n148 In addition, while both provide exceptions that allow the party interfering with the communication to escape liability, the exceptions under the Stored Communications Act seem broader, both in language and interpretation, and this is especially the case in the field of employer access. n149 

1. Exceptions to Liability Under the Stored Communications Act

There are two common exemptions by which an employer may avoid liability for access of electronic communications under the Stored Communications Act. n150 The first protects against employer liability when an employee has given express prior consent to any interception or access of e-mail contained in electronic storage. n151 The language of the Stored Communications Act provides liability only for one who "intentionally accesses without authorization a facility through which an electronic communication service is provided[.]" n152 Subsection (c) of the same section further specifies that liability does not attach with respect to "conduct authorized" by the service provider or the user to whom the communication was intended. n153 While an effective monitoring policy consented to by the employee and routinely followed by the employer can provide express consent, courts may also imply consent to access from the employer-employee relationship and the use of employer equipment.

The second exemption, known as the "provider exemption," shields the provider of the electronic communications service or persons authorized by the provider from liability for accessing communications. n154 In Bohach v. City of Reno, n155 the court applied the provider exemption to a police department employer that had accessed alphanumeric pages between officers while they were stored on the department's computer network and held that the employer was exempted from liability under the Stored Communications Act because the police department was the provider of the alphanumeric pager service. n156 Because alphanumeric pages are electronic communications similar to e-mails, it is likely that the provider exception may be applied to e-mail access by employers where the employer provides its own e-mail service.

VII. Treatment of Pagers and Voice Mail Under the Electronic Communications Privacy Act

At this point it is worth noting that voice mail and pagers, while they may seem to an individual to have a greater relation to telephones than computers, are usually included by courts under the Stored Communications Act and are conceptually more similar to e-mails and Internet websites. n157 This means that while employers may be liable for interception of telephone conversations under the Federal Wiretap Act, they are much less likely to be held liable for the access of those same communications once they are stored as voice mail messages. n158 In addition, the provider and business use exceptions may apply to employer access if employers provide their own pager or voice mail systems. n159 Some courts, however, may choose to treat the storage of wire communications differently from the storage of electronic communications, so illegal interception of voice mail may be more likely to occur than illegal interception of e-mail. n160
The uncertainty of the application of the Electronic Communications Privacy Act to voice mail is one reason why some commentators criticize the judicial construction of the statute that allows for different interpretations of the same message depending on the medium used to transmit the communication and at what point in the process the interference by an outside party occurs. n161 In addition, the USA PATRIOT Act has further altered the statutory language by removing stored wire communications from the definition of wire communications. n162 Due to the differing interpretations given by courts, however, it remains to be seen how this reclassification will affect judicial treatment of accessed voice mail messages.

VIII. Conclusion

The consensus among commentators seems to be that employee privacy rights are nonexistent in the private sector and severely deficient in the public sector. n163 In the public sector, commentators advocate amendment of the ECPA n164 and a stronger role for the employee's subjective expectations of privacy. n165 These recommendations, however, are misguided in several ways.

First, an employee's subjective expectation of privacy should not be given greater weight when it is objectively unreasonable. While employees may believe that their e-mails share as much or greater privacy than other methods of communication, it cannot be overlooked that their subjective expectation is wrong. The nature of e-mail and the ability of others to obtain easy access to the contents of an e-mail communication cannot be changed merely because the average employee has a misconception about the operation of a certain technology. Thus, courts are correct in finding that an employee's expectations of privacy in electronic communications are unreasonable.

In addition, the primary benefit of expanding employee privacy rights to conform the law to the employee's expectations cannot outweigh the burden it will place on employers in their attempts to ensure an efficient workplace. Rather, the current emphasis on employer monitoring policies is better crafted to ensure reasonable privacy for employees while allowing employers to take necessary and reasonable measures to regulate the government workplace. When courts require that employers maintain sufficient monitoring policies and obey the statutory and Fourth Amendment requirements in implementing these policies, the employee is given notice that his workplace communications are not private. If the employee is reasonable, he or she will accordingly refrain from engaging in misconduct in the workplace. At the same time, an employer's right to prevent potential liability, employee misconduct, and abuse of office resources is protected.

Furthermore, these commentators often ignore the detrimental effects that an expansion of employee privacy rights would cause. Statistics show that even with a lack of privacy rights and frequent monitoring of employees, a sufficient amount of employee time and employer resources are still devoted to employee misconduct, especially in computer and e-mail use. n166 Such misconduct may subject the employer to civil liability, a further drain on government resources. n167 If employee privacy rights were expanded, it likely would increase employee misconduct in the workplace and further decrease government efficiency. Unlike misconduct in the private sector, misconduct that decreases government efficiency is detrimental not only to the employer but to society as a whole.

Commentators focus too much on the rights of employees and fail to see the reality that employee misconduct is common, and it is absolutely necessary for employers to take some measures to avoid inefficiency and potential liability for employee actions. If the privacy rights of government employees were further expanded, it would be necessary for government employers to find other measures to prevent employee misconduct. Government employers might be required to eliminate any pretense of privacy in government offices, returning to an era when employees experienced no privacy and were constantly under the watchful eye of a supervisor, which would likely have a detrimental effect on employee satisfaction and productivity. Employers may also be forced to eliminate personal use of all office resources, which may become the only legal means of preventing employee misconduct and abuse of office communication systems.

The Fourth Amendment guarantees United States citizens the right to be free from unreasonable searches and seizures. n168 This right has been protected against government employers as well as law enforcement agencies. It cannot be denied that this is an important interest. But employers also have a compelling interest in ensuring an efficient workplace. Nowhere is this truer than in the public sector, where an inefficient workplace often means an inefficient government. 

The privacy of government employees is also protected by the Federal Wiretap Act n169 and the Stored Communications Act. n170 A government employer can incur civil and criminal liability for an unreasonable intrusion into the protected privacy interests of its employees. It is important for such a statutory remedy to be construed carefully so as not to infringe upon the government's interest in an efficient workplace. Although the reasonable privacy interests of an employee should be protected, society's interest in a productive and effective government should not be sacrificed to an employee's unreasonable expectation of privacy. The Constitution guarantees a right to privacy, but it is important to bear in mind the public character of the workplace where the employee attempts to exercise his right to privacy and to carefully balance the individual interests of the employee with the interest of society in an efficient government.
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