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SUMMARY:
... Technological advances have generally been seen as the enemy of privacy, giving the government advanced tools to monitor our most intimate activities. ... It is plainly within the words of the [Fourth] Amendment to say that the unlawful rifling by a government agent of a sealed letter is a search and seizure of the sender's papers or effects. ... But because Smith used a telephone, the police were forced to respond with their own new technology - in this case, a device which could track outgoing telephone calls. ... In these situations, just as when surveillance technology makes it impossible to hide information from the government, Congress should intervene to maintain the proper balance between an individual's right to privacy and the needs of law enforcement. ... Although it may seem counterintuitive, improved surveillance technology could actually help to increase individual privacy in the future in two ways, by allowing for more refined and less intrusive searches and by increasing the monitoring of law enforcement. ... The second way in which new surveillance technology can enhance privacy is by using technology to monitor the activities of law enforcement. ... There are some glaring exceptions to this rule, particularly with regard to responsive surveillance technology, when courts have struggled to determine the appropriate level of privacy for a new method of communication. ...  

HIGHLIGHT:  [*531] 


 
Technological advances have generally been seen as the enemy of privacy, giving the government advanced tools to monitor our most intimate activities. This Article takes a broader look at the effect of new technologies and privacy, and comes to the opposite conclusion: over the past one hundred and fifty years, new technologies have for the most part enhanced our privacy, and many of the invasive surveillance technologies that the government now uses are simply a response to this enhanced level of privacy - that is, an attempt to return to the former balance between individual privacy and law enforcement needs. The Article first examines the ways in which new technology has enhanced our privacy, and then examines the effect of new technology on government surveillance, dividing surveillance technologies into three categories: those that allow government agents to do what was previously impossible; those that allow government agents to conduct traditional methods of surveillance more efficiently; and those that the government has developed in response to privacy-enhancing technologies. The Article then reviews the current statutory and constitutional law regarding surveillance technology in light of these categories, and critically examines that law - and the balance or imbalance that it creates between the two competing goals of Fourth Amendment jurisprudence.
 



TEXT:
 [*532] 

I. Introduction
 

 
The telescreen received and transmitted simultaneously. Any sound that Winston made, above the level of a very low whisper, would be picked up by it; moreover, so long as he remained within the field of vision which the metal plaque commanded, he could be seen as well as heard. There was of course no way of knowing whether you were being watched at any given moment. How often, or on what system, the Thought Police plugged in on any individual wire was guesswork. It was even conceivable that they watched everybody all the time. But at any rate they could plug in your wire whenever they wanted to. You had to live - did live, from habit that became instinct - in the assumption that every sound you made was overheard, and, except in darkness, every movement scrutinized. n1
 
George Orwell's chilling vision of the future depicted ways in which new technologies could one day be used by a totalitarian state to obliterate all privacy and freedom. Orwell wrote the novel in 1948, n2 when television was still in its infancy, computers filled entire rooms and processed data at a snail's pace, and devices such as thermal imagers and particle detectors existed only in science fiction stories. n3 At the dawn of this technological revolution, Orwell presented us with a clear message: new technologies would allow the state to dramatically increase its power over the individual, enabling totalitarian and fascist states to control every aspect of the lives of their citizens. n4
It is now evident that Orwell's vision was wrong. Modern technology has turned out to be the totalitarian state's worst enemy. Video cameras are indeed everywhere, but they are embedded into cell phones and wielded by millions of individual citizens - and as a result it is the people who are watching the government, not the other way around. n5 These same cell  [*533]  phones use satellite transmissions to communicate information to every corner of the globe, defying government censors. n6 Meanwhile, the Internet has exponentially increased the flow of personal, commercial, and political information to and from individuals in ways that are largely beyond state control. The powerful computers that were foreseen do in fact exist today - only instead of being massive mainframes that fill rooms and that are so expensive only huge corporations and state actors can afford them, these computers sit on the desk or in the lap of private individuals, allowing each of us to create, store, manipulate, and process amounts and types of data that were inconceivable forty years ago. n7 All the terrifying technological tools that Big Brother used in Orwell's dystopian vision n8 are instead owned and controlled by individual citizens, both in this country and around the world. New technologies have indeed dramatically altered the balance of power between state control and individual autonomy - but the effect has been just the opposite of what Orwell predicted.

A similar misperception has occurred in the context of the Fourth Amendment and privacy - despite evidence that technology has enhanced privacy for many people, there exists a fear that new technologies are eroding Fourth Amendment protections. Lay people read about powerful new surveillance technologies used by law enforcement agents and understandably react with trepidation. n9 Over the last century, the government has begun tapping our phones; n10 flying (at lower and lower  [*534]  altitudes) over our houses and yards; n11 installing video cameras or hidden microphones in our offices, homes, and hotel rooms; n12 intercepting our e-mails; n13 scanning images of our faces in crowds; n14 monitoring our web browsing; n15 seizing and copying from our hard drives; n16 and even looking through the walls of our houses. n17 Legal scholars have also reacted with alarm, decrying the loss of privacy and individual rights brought on by new surveillance technologies. n18
But the impact of new surveillance technologies is only one chapter of the story of how technology has affected privacy in modern society. Over the past century, millions of individuals - both innocent and culpable - have begun using everyday technology to increase their privacy. Just as George Orwell misunderstood the implications of new technologies by focusing only on their use by government agents, Fourth Amendment scholars all but ignore the ways in which technology has enabled average citizens and criminals to keep their activities hidden from law enforcement. n19 New technology has also strengthened individual privacy in  [*535]  at least two other ways: by enabling governments to target surveillance more effectively, resulting in more narrowly tailored searches; n20 and by enhancing our ability to monitor the conduct of government agents.

The conventional wisdom among scholars consists of two assertions, one factual and one normative. The factual assertion is that the effect of new technologies has been to alter the balance between individual privacy and the state's power to investigate crimes, thereby decreasing individual privacy and increasing the ability of government agents to learn private information about us. n21 The normative assertion is that this shift is a negative development, and therefore it is necessary to restore the original balance - either by creating more regulations or statutes to limit government power, or perhaps by changing the way the Fourth Amendment is interpreted by the courts in cases involving new technologies. n22 This Article will argue that this factual assertion is incorrect - or, more accurately, that it is incomplete - and therefore too simplistic, because it does not take into account the wide variety of ways in which technology has affected the balance between individual privacy and government investigatory power.

This Article will examine the interplay between technology, law, and privacy, taking a broad view on how technology has affected the critical balance between individual privacy and effective law enforcement. n23 Section II will examine how technology has, for the most part, enhanced the  [*536]  privacy of individuals in their everyday lives, allowing them to communicate more privately, store data more securely, and conduct a much wider range of activities within the privacy of their own homes. Section III then turns to the effect of new technology on government surveillance, and divides surveillance technologies into three categories: those that allow government agents to do what was previously impossible; those that allow government agents to conduct traditional methods of surveillance more efficiently; and, those that the government has developed in order to combat the privacy-enhancing technologies described in Section II. Section IV will review the current statutory and constitutional law regarding surveillance technology, and Section V will then critically examine that law - and the balance or imbalance that it creates between the two competing goals of Fourth Amendment jurisprudence. Finally, Section VI will examine other ways in which technology has impacted everyday privacy.

II. Technology and Privacy
 
In order to understand the true impact of technology on privacy - and, more specifically, in order to accurately gauge the effect of new surveillance technology on the balance between individual privacy and government investigatory power - the first step is to evaluate how technology has changed the amount of privacy in society for everyday citizens. As in any context in which we are examining the effects of technology on society, the changes tend to be subtle and incremental in the short term, but dramatic and momentous in the long run. In the field of medicine, for example, each new drug or surgical technique might have a small influence on the way a certain disease is treated - but the cumulative effect of all of these advances has increased life expectancy in this country from around forty-seven to seventy-eight over the past one hundred years. n24
Likewise, the effect of new technologies on our privacy in everyday life is easy to overlook, since we quickly adapt to the small gains that are made and fail to notice how fundamentally our lives are changing. By taking a broader perspective, however, we can see how new technology has dramatically increased the amount of privacy each of us now enjoys in our lives.

 [*537]  To better visualize this broad perspective, let us engage in a time-travel thought experiment. Assume that Sally and Harry, two residents of early nineteenth century America, wish to have a private communication with each other. As it turns out, their options are limited. Sally could invite Harry to her home - though of course anyone could see Harry entering and leaving Sally's home, so the fact that they were conversing would be public knowledge. Sally could write Harry a letter, but again the name of the person with whom she was communicating would be open to the world. More troubling would be the fact that - assuming there was no legal impediment - any government agent wishing to know the content of her communication could intercept and read the mail before it got to its destination.

Now assume that Sally and Harry live in 1950. The technological advance of the telephone n25 has greatly increased their chances of having a private conversation. Casual observers of their affairs will have no idea that the two of them are talking, much less what they are talking about. But although the telephone is an improvement, it is not foolproof. They can only use the telephone at certain locations - their home, their office, perhaps a quasi-public phone booth. Furthermore, the local telephone operator might be listening in on their phone conversation. n26 Almost all residential lines are party lines, which each have to share with up to ten other households - and any member of any of those households could be eavesdropping on their conversation without their knowledge. n27 And once again (assuming no legal restrictions exist), government agents could subpoena phone records to determine whom Sally is calling, or set up a device to tap Sally's phone. n28 It should be noted, however, that these actions by the government require substantially more effort and technical expertise than simply looking at Sally's outgoing and incoming mail. n29
 [*538]  Finally, assume that Sally and Harry live in the modern world. Now they can communicate with each other from almost any spot in the country using cell phones, with no chance of a human operator casually eavesdropping on their conversation. They can also send e-mails or instant messages to each other from their computers. And if they are very worried about privacy, they can easily take measures to make their conversation even more secure. A cell phone can be bought and used for a day and then discarded, making the calls much more difficult to trace. n30 E-mail can be sent and received to and from anonymous accounts, or the two individuals could purchase an inexpensive encryption program which would shield their e-mail communications from even the most sophisticated government code breakers. n31
Of course, the government has been able to find ways to intercept electronic communications - but this in itself does not mean that the new technology has led to a decrease in privacy. A modern-day Sally and Harry still have all the old ways of communicating with each other - they can still visit each other's houses, send each other mail, or call each other on land-based phone lines. In other words, technology has given them more ways  [*539]  to communicate; more options to choose from in deciding which method of communicating is the most secure.

In addition, the economic effects of new technologies must be considered, since in discussing the effect of technology on privacy, we should not look at the amount of privacy a person has in theory, but the amount they have (or used to have) in practice. In 1800, a face-to-face visit was extremely difficult to set up because most people lived in rural areas that were great distances apart, and so travel between residences took considerably longer than it does today. Those who lived in urban areas could more easily travel to see each other - but nineteenth century cities were difficult places to find privacy, as most individuals lived in apartments or tenements which were shared with many other family members. As has been true throughout history, the very rich - enjoying private residences and easy access to transportation - could engage in private conversations without a problem, but for the vast majority of citizens, private communications were difficult to come by.

The telephone was invented in 1876, n32 but in the early twentieth century, it was still a rare device, used only by those wealthy enough to afford them. n33 By the 1950s, the telephone was more commonplace, but almost no home had more than one phone line, and many residences still had none. n34 Today, nearly 70% of Americans have their own personal telephone which they carry with them everywhere n35 - cellular phones are so inexpensive that they are prevalent among every economic class n36 - and  [*540]  those that do not have a cell phone almost certainly have access to a traditional telephone. In short, advancing technology has not only given us devices which dramatically increase our privacy, but has also made these devices affordable to almost everyone.

The same analysis can be applied to most other categories of privacy. Take data storage: a nineteenth century diary writer would have very limited options as to how to secretly record and store his writings. In modern times, the diary could be written on a laptop computer, accessible only to someone with the password - or stored on a hard drive the size of a pen and hidden almost anywhere. More broadly, the rise of the personal computer and the Internet has allowed individuals to stay in the privacy of their own home to conduct many activities which formerly had to be done in public. An individual today can browse and shop online for any item she might want, from clothing to cooking utensils to pornography; n37 she can access and download almost any kind of picture, political treatise, song, or book; n38 she can even "develop" her own digital pictures, insert them into a pamphlet she is writing, and print multiple copies of the pamphlet for distribution later. n39 Only twenty years ago, almost any of these tasks would require the average person to leave her home and personally visit any number of other businesses; it was impossible to browse through and purchase a book without leaving your home, while developing your own pictures and printing your own pamphlet at home was possible only with expensive and unwieldy equipment.

In short, one of the primary effects of technology on society over the past two hundred years has been to increase the amount of privacy in our everyday lives. Individuals - including criminals - can now conduct many more activities secretly, particularly activities which involve communicating, storing, or processing information. This increased secrecy has posed a problem for law enforcement officials, who have responded by developing and using special technology to conduct their surveillance.

III. Advances in Surveillance Technology
 
With this understanding of the overall effect of technological advancements on privacy as a backdrop, we will now turn to the more traditional concept of the relationship between technology and privacy: the threat to privacy posed by modern surveillance technology. This Article  [*541]  will divide modern surveillance technology into three categories: (1) devices that allow government to see things it could never see before; (2) technology that allows governments to conduct more traditional surveillance more efficiently; and (3) "responsive" surveillance technology, which the government has been forced to use in order to keep up with new privacy-enhancing technologies.

A. THE ORWELLIAN NIGHTMARE: TECHNOLOGY AS THE ENEMY OF PRIVACY
 
The conventional wisdom is undeniably correct in one aspect: surveillance technology has vastly improved over the past century, giving the government valuable tools to investigate potential criminals, but also creating new challenges for the legislatures and the courts as they struggle to determine how (if at all) the new technologies should be regulated. Perhaps the most frightening type of surveillance technology involves devices which allow the government to see, hear, or gather information that would otherwise be impossible for it to detect. Specifically, electronic eavesdropping devices and hidden cameras can now be installed in homes or offices to see and hear what people are doing in their most private places. n40 If agents are not able to get inside a home or office, parabolic microphones are available that can listen to conversations through a window from a significant distance. n41 Meanwhile, outside the home, hand-held detectors can "see" through clothing and provide an outline of every item the subject is carrying. n42 Nearly every cell phone in use today is  [*542]  required to contain a GPS-based locator device, so that emergency responders can locate a 911 caller - but the location information may also be available to government agents for other purposes. n43 Ion scanners can be waved over any surface to detect the presence of drugs or explosives; n44 airplanes fly over our fenced-in fields, allowing law enforcement agents to view our backyards; n45 and satellites in space can take pictures of these backyards with a stunning level of detail. n46 Finally, law enforcement agents are compiling vast and growing DNA databases, which allow them not only to determine if a certain individual was present at a certain crime scene, but also to identify sensitive and personal health information about the individuals who are catalogued in the database. n47
The effect of this category of surveillance technology on our personal privacy is unambiguously negative. Not only can government agents see and hear things that were formerly impossible to see and hear, but most of the time when they do so, we are unaware of the surveillance. Unlike a traditional search of our home or our person, during which we can see the agents rifling through our belongings or feel them patting down our clothing, we have no idea when hidden video cameras or microphones are recording our actions or conversations. This combination of increased intrusiveness and the potentially hidden nature of the surveillance has fueled much of the concern over the effect of technology on privacy, and has in some cases led to tight legal restrictions on the use of some of these surveillance methods. n48
 [*543] 

B. TECHNOLOGY WHICH IMPROVES THE EFFICIENCY OF SURVEILLANCE
 
Surveillance technologies in the first category invade our private space to gather information which government agents would otherwise be unable to gain access to without conducting an intrusive search of our homes or our bodies. In contrast, the second category of privacy-infringing surveillance technology are devices which merely allow law enforcement officers to process already public information more quickly and efficiently - for example, cameras in public spaces that allow one officer to monitor many different locations at once, n49 or location tracking technology that allows law enforcement to determine the location of anyone in a public area. n50 In practice, the distinction is sometimes a subtle one - indeed, the same technology (such as ion scanners, airplane flyovers, and location tracking devices) can be used to gather information from private or public spaces. Furthermore, individuals being watched by cameras or traced by secret homing devices may feel that their privacy is being infringed upon regardless of whether they are in a public or a private place. But as we will see later, the distinction is a critical one for the legal system.

A good example of this hyper-efficient public surveillance is facial recognition technology. This technology involves installing numerous cameras at a public event or in airports and taking thousands of pictures of all the individuals who pass by. n51 The pictures are then passed through a computer which compares the facial features of each individual to pictures of known fugitives, using standard biometric measurements (such as size of mouth, distance between the eyes, and angle of nose). n52 In theory, this technology would allow law enforcement to scan through thousands of faces in a crowd and alert officers on the ground to the presence of any known fugitives that might be present. n53 As long as the surveillance is only conducted in public places, however, it really is doing no more than what police officers could have done on their own without the technology - scanning faces in crowds and comparing them to pictures of known suspects. The use of the technology simply makes the surveillance more  [*544]  efficient, allowing this type of surveillance to occur with a smaller outlay of human resources.

Other examples of this category of surveillance include more efficient ways of gathering public information - mining public data from the Internet, for example, or placing a homing beacon on someone's car to track its movements on the public highway. n54 Without using this technology, a law enforcement officer could gather the same information by traveling to all the appropriate government offices and copying down a suspect's tax records, property records, and so on. Likewise, a team of law enforcement officers could follow the suspect's car twenty-four hours a day to keep track of his movements. But conducting this type of surveillance the old-fashioned way would require such a great allocation of resources that it would not be feasible for most investigations. Technology makes these formerly labor-intensive searches feasible for a much broader category of crimes.

Of course, these hyper-efficient technologies might also be used to monitor private information instead of public information. A homing device could easily be used to monitor someone's whereabouts inside their home, or a computer program could be designed to sift through every single e-mail sent by certain suspects. In these situations, the surveillance would fall into both the second category and either of the other two categories, and (perhaps) require different treatment under the law.

C. GOVERNMENT RESPONSES TO PRIVACY-ENHANCING TECHNOLOGY
 
As noted in Section II, the primary effect of new technology over the past century has been to dramatically increase the privacy of everyday citizens, by giving them more private ways to communicate and more secure ways to store and encrypt data, and by vastly increasing the breadth and scope of activities that can be accomplished within their own homes. Unfortunately, what has been good for individual privacy has also been good for criminals. Sally and Harry may not be sending love letters but instead may be planning to blow up a government building; the diary writer might be trying to hide illicit financial information in order to cheat on his taxes; the computer user may not simply be shopping for a book or printing up a pamphlet, but could also be trying to hack into secure databases, send child pornography, or print counterfeit checks. So, as technology has enabled individuals to live more private and secret lives, the government has been forced to turn to new surveillance technologies which enable them to investigate individuals using privacy-enhancing technology.

 [*545]  When looked at in this light, much of the new surveillance technologies used by the government over the past century shows that the state is constantly playing catch-up, trying to find new ways to overcome the increased use of privacy-enhancing technology by those conducting criminal activity. Conspirators who do not want to meet in public or risk sending letters through the mail can communicate by cell phone or e-mail, forcing the government to combat this technological concealment by attempting to tap the telephone transmission or intercept the e-mail. Criminals who want to conceal child pornography, fraudulent financial documents, or any other large volume of data no longer need to find warehouses or storage units to stash their boxes - they can simply use digital data (or scan and then destroy the existing hard copies) and stash it, perhaps in encrypted form, on a very small storage device. And just as innocent people can buy a book or print out their own pamphlet from their bedroom, crimes which once required sophisticated equipment and multiple co-conspirators, such as counterfeiting or producing of child pornography, can now be committed by a lone individual inside his home, where he receives the maximum protection available under the Fourth Amendment.

This category of "responsive surveillance" includes many of the more sophisticated surveillance technologies that are intended to intercept electronic communications - tracing telephone calls, tapping into phone lines, and intercepting or retrieving e-mails. This category also includes searches of more sophisticated storage techniques - such as creating and sifting through a bitstream copy of a suspect's hard drive. And it could conceivably include more aggressive surveillance measures that government agents employ in order to combat the wider and more dangerous array of criminal activity that might be taking place inside a home.

One example of these more aggressive measures is the recent case of Kyllo v. United States, in which government agents used a thermal imager to detect marijuana-growing heat lamps inside a suspect's home. n55 If Danny Lee Kyllo had sought to grow marijuana one hundred years ago, he would have been forced to do so outdoors in a field, where it could be seen by others. Even if Kyllo had attempted to hide the marijuana by locating the plants far inside his property, n56 concealed by trees or other crops, the  [*546]  Fourth Amendment did not prevent a law enforcement agent from venturing onto the property - even if he were trespassing - to view the marijuana. n57 Thus, the Kyllo case is an example of a defendant using technology - high-powered heat lamps - in order to better conceal his illegal actions, and the government then using another new technology - thermal imagers - in an attempt to counter the defendant's concealment. n58
As the Kyllo example indicates, it is sometimes difficult to distinguish between the use of this "responsive" surveillance technology, and the first category of surveillance technology, which enables government agents to see, hear, or in some way gather information that they otherwise could not detect. Certainly, without modern technology, law enforcement officers could not listen in on our phone conversations, track our e-mails, search our hard drives, or measure the amount of heat emerging from our homes. But without modern technology to enable these activities in the first place, the suspects' conduct could be monitored using traditional surveillance methods. This distinction is important if we are examining how technology has altered the balance between privacy and criminal investigation, since the first category of surveillance technology unequivocally decreases privacy and increases the power of the state to investigate, while the responsive surveillance technology's effect on the balance is far more ambiguous. The distinction also matters legally, since courts and legislatures find it relatively easy to regulate surveillance technology that empowers state agents to do what was otherwise impossible, but tend to struggle when trying to regulate surveillance technology that is only useful in overcoming privacy-enhancing technology. n59
Finally, it should be noted that in at least one area - encryption - privacy-enhancing technology has become so advanced that the government's attempts to catch up have proven futile. That is, there is no type of responsive surveillance technology that can be used to counteract the greater privacy enjoyed by individuals (including criminals) who make a serious effort to encrypt their communications. n60 As Professor Orin Kerr noted in a recent article, "It becomes clear that the government will be  [*547]  technically unable to decrypt any encrypted communication that is encrypted with anything other than a very short key, and that the decryption of even a short key would consume extraordinary amounts of government resources." n61 Thus, private communications for the sophisticated criminal are all but guaranteed, regardless of what methods the government uses to try to acquire the information.

IV. The Current Legal Regime Regulating Government Surveillance Power
 
New technologies of any kind pose a challenge for policymakers and courts. When legislators are regulating the use of a new technology, they need to determine the many different ways that the technology is being used in society, and which of those various uses are beneficial to society and which are not. n62 Similarly, judges frequently need to apply old law to a new technology, and in doing so, they must analogize between the uses of the  [*548]  new technology and more traditional activities which are expressly covered by the statute or by precedents. n63
In this sense, our first and most unsettling category of surveillance technology has been the easiest for the legal system to adapt to. When government agents use new technology to gather information that has traditionally been considered private, legislatures generally step in to strictly regulate the activity, and in the absence of any express statute, courts will tend to apply the Fourth Amendment and bar the use of such technologies without a warrant. For example, Congress has barred the use of electronic eavesdropping devices unless government agents obtain a Title III order, which requires a greater showing than the probable cause requirement for obtaining a search warrant. n64 And after an inconsistent start during which the Supreme Court struggled to refine its Fourth Amendment doctrine, n65 in 1967 the Court decided Katz v. United States, which held that electronic eavesdropping violated the Fourth Amendment. n66 Katz established the "reasonable expectation of privacy" standard, essentially holding that if a surveillance device is gathering traditionally private information, its use will be subject to Fourth Amendment regulation. n67 Similarly, in the absence of statutory guidance, lower courts have consistently applied the Fourth Amendment to video surveillance of private areas. n68
 [*549]  The only real dilemma that these new technologies pose for courts and legislators is whether the highly intrusive and potentially secret nature of these types of surveillance should lead them to create even greater restrictions against their use than they do for traditional searches. As noted above, the requirements for obtaining a Title III order authorizing the use of electronic listening devices is much higher than the standard for obtaining a search warrant, and federal courts have held that the Fourth Amendment imposes an identical standard for video surveillance. n69
Thus, the law has kept pace with the first category of surveillance technology, recognizing these searches as hyper-intrusive and imposing extra requirements on government agents before they can use such devices. The second category of surveillance technology - devices that allow government agents to gather public information more efficiently - has been treated quite differently. The courts have essentially applied Katz and concluded that since there is no reasonable expectation of privacy in public activity, the Fourth Amendment does not apply to a surveillance of public areas, regardless of the method used to conduct the surveillance. Thus, law enforcement agents can attach a homing device to contraband and electronically trace a suspect along all the public roads on which he drives - but if he takes the contraband inside his private home, the agents may not continue to trace its whereabouts without a warrant. n70 Likewise, law enforcement agents do not need a warrant to conduct photographic or video surveillance of public areas because individuals have no reasonable expectation of privacy in public. n71 Finally, planes and even helicopters can fly over private fields searching for contraband, since the content of those fields is visible to the public from commercial airliners. n72
The Court's decision not to apply the Fourth Amendment to any kind of surveillance of public areas has drawn its share of criticism. n73 But although the Court may sometimes show questionable judgment in deciding when an individual does or does not have a "reasonable expectation of privacy" (the flyover cases come to mind), n74 the rule itself is a sound one  [*550]  since the Katz doctrine leads inevitably to the conclusion that the Fourth Amendment is silent if surveillance takes place in public. There are really only two other options, both of which require abandoning the Katz test. Courts could apply the Fourth Amendment's warrant requirements to all public surveillance - even to a police officer observing illegal activity firsthand on a public street - but this would be an absurd rule. But the only other option would be for courts to distinguish between different kinds of technology that are used during the surveillance, and it is difficult to find a principled reason for any such distinction. Presumably a law enforcement agent could use a flashlight or a set of binoculars without needing a warrant; would a warrant be required if the officer used a video camera or a satellite to monitor public activity? At what point would the public observation be considered a "search" under the Fourth Amendment? And more importantly, why would the police officer's observations of a public activity ever be considered a "search"? Instead of installing one hundred video cameras throughout a public park, the police could hire one hundred extra police officers and station them in exactly the same locations. Although this would arguably be more intrusive than the cameras (and certainly more expensive for taxpayers), the hundred officers would gather the same information, and their presence would clearly be permissible under the Fourth Amendment.

Thus, courts and legislatures have found it relatively easy to deal with the first two categories of new surveillance technologies. Not surprisingly, it is the third category - remedial surveillance methods to counteract the vast array of privacy-enhancing technologies used by everyday citizens - which has given courts and legislators the most problems. There are at least two reasons for this difficulty: first, the difficulty in finding the proper analogy within traditional forms of surveillance; and second, the difficulty of determining and then maintaining the proper balance between privacy and law enforcement needs in an entirely new context.

Unlike the first category of modern surveillance, in which it is relatively easy to link the new technology to a traditional form of  [*551]  surveillance, courts struggle to determine similar analogies for responsive technologies - and occasionally, they choose an analogy that is disastrously inappropriate. This is because it is not clear at first how society itself views the privacy-enhancing technology - in the words of Katz, do we have a "reasonable expectation of privacy" when we use a certain technology to communicate, store data, or conduct certain activities in our home? And if we do, what showing should the government be forced to demonstrate before invading that privacy?

The most infamous example of a court's failure to understand this third category of surveillance technology came nearly eighty years ago, when the Supreme Court considered the constitutionality of wiretapping telephones in Olmstead v. United States. n75 Here was a classic case of responsive government surveillance: the telephone had been around for over fifty years, and it was by then commonly used by individuals to communicate private messages from the sanctuary of their own homes. Unsurprisingly, criminals such as Olmstead were also able to use this new technology to hide their activities from government investigators more effectively. n76 In response, law enforcement agents began using their own kind of new technology - an instrument that could be connected to the telephone wires outside a person's home and allow the user to eavesdrop on the conversation. The Court, in evaluating this responsive technology, had no obvious pre-technology analogy to fall back on - when an individual uses a telephone, should he be treated as though he sent a sealed letter from his house to another individual? Or should he be treated as though he were speaking privately to another individual in his private home? Or should he be treated as though he was standing on his rooftop, shouting his message to an individual miles away? To us today, the answer may seem obvious,  [*552]  but the Court took some time to determine to what, exactly, telephone conversations and wiretapping were analogous.

First, the Court considered and rejected the analogy to a sealed letter, noting that there was a "constitutional provision for the Postoffice Department," and the government had a relationship with "those who pay to secure protection of their sealed letters." n77 Thus,


 
It is plainly within the words of the [Fourth] Amendment to say that the unlawful rifling by a government agent of a sealed letter is a search and seizure of the sender's papers or effects. The letter is a paper, an effect, and in the custody of a government that forbids carriage, except under its protection. n78
 
So was the interception of the phone call akin to entering the house and eavesdropping on a conversation between two people inside the house? The Supreme Court rejected this analogy as well since the law enforcement agents never went inside the house itself:


 
Neither the cases we have cited nor any of the many federal decisions brought to our attention hold the Fourth Amendment to have been violated as against a defendant, unless there has been an official search and seizure of his person or such a seizure of his papers or his tangible material effects or an actual physical invasion of his house "or curtilage" for the purpose of making a seizure. n79
 
Thus, the only analogy left was that of the individual broadcasting his telephone communication to the world with no expectation of privacy: "The reasonable view is that one who installs in his house a telephone instrument with connecting wires intends to project his voice to those quite outside, and that the wires beyond his house, and messages while passing over them, are not within the protection of the Fourth Amendment." n80
Congress eventually stepped in to protect telephone conversations from unregulated government wiretapping, n81 but the damage done by the Court's poor choice of analogy continued. The focus on property rights that laid the foundation for Olmstead muddled the Court's analysis in later cases involving first-category surveillance technology like electronic eavesdropping devices. n82 It was ultimately a first-category surveillance case - Katz v. United States - in which the Court was finally able to set out  [*553]  a coherent doctrine for dealing with surveillance technology and the Fourth Amendment. n83
But even in the post-Katz era, third-category surveillance technologies continue to give the Court problems. In 1979, the Court decided Smith v. Maryland, n84 another case in which the Court faced government use of responsive surveillance to counteract a criminal's use of privacy-enhancing technology. On March 5, 1976, Michael Smith robbed Patricia McDonough in Baltimore. n85 After the robbery, Smith began calling McDonough at her home, threatening her and using obscene language. n86 The police were able to trace Smith's license plate number, but still needed more evidence to link him to the various crimes. n87 Consequently, the police requested that the telephone company install a pen register on Smith's telephone line. n88 This device does not eavesdrop on the subject's telephone conversations, but instead merely records the phone numbers dialed for all the outgoing calls made from the telephone. n89 The pen register showed that Smith was indeed calling McDonough's house, and the police subsequently acquired a search warrant and recovered sufficient evidence to arrest Smith. n90
Like Olmstead, Michael Smith was using privacy-enhancing technology to conceal his crimes from the police n91 - if he had lived one hundred years earlier and decided to threaten and verbally abuse his victim in her own home, he would have had to go to her house in person, an action that would have greatly increased his chances of being apprehended. After the first offense, the police would have almost certainly posted an officer near McDonough's house, and would likely have observed him returning to make future threats. But because Smith used a telephone, the police were  [*554]  forced to respond with their own new technology - in this case, a device which could track outgoing telephone calls. n92
As in the Olmstead case, the Court in Smith had to search for an analogy for the phone numbers of outgoing calls in order to determine whether law enforcement officers invaded a "legitimate expectation of privacy" when they used the pen register to obtain this information. n93 One obvious analogy to the phone numbers would be to the content of telephone calls themselves, which Congress deemed private information. n94 But the Court rejected this analogy, stating that "a pen register differs significantly from the listening device employed in Katz, for pen registers do not acquire the contents of communications." n95 The Court then quoted from one of its own recent decisions:


 
Indeed, a law enforcement official could not even determine from the use of a pen register whether a communication existed. These devices do not hear sound. They disclose only the telephone numbers that have been dialed - a means of establishing communication. Neither the purport of any communication between the caller and the recipient of the call, their identities, nor whether the call was even completed is disclosed by pen registers. n96
 
Instead, the Court reasoned that the phone numbers Smith dialed were akin to any other information that an individual turns over to a third party. n97 Smith could certainly not have any subjective expectation of privacy in these numbers, because "all telephone users realize that they must "convey' phone numbers to the telephone company, since it is through telephone company switching equipment that their calls are completed." n98 And society would not recognize any such expectation of privacy as "reasonable," because "a person has no legitimate expectation of privacy in information he voluntarily turns over to third parties." n99 The Court then analogized the phone numbers dialed by Smith - information which he "voluntarily" gave to the telephone company - to financial information that a bank depositor gives to bank employees. n100 The Court also cited cases of  [*555]  giving financial information to an accountant n101 and giving information to an undercover government informant. n102
It did not take long for this analogy - and the reasoning behind it - to prove to be dangerously short-sighted. Today everyone who sends an e-mail from anywhere in the world is "voluntarily" sending its contents to a number of Internet service providers as part of the communication process. Thus, under the Smith rationale, the Fourth Amendment does not protect the contents of e-mail communication. n103 Most modern communications networks cannot be utilized unless the user transfers information to organizations within the network's infrastructure, n104 and it is now obvious that the transfer of that required information is nothing like giving financial information to a bank or revealing information to a confidential informant. But this was not obvious to the Supreme Court in 1979, and as a result the Court chose a poor analogy to decide the case.

Courts and legislatures will continue to face this dilemma as they review the use of the growing number of responsive surveillance technologies. Although Congress has now stated that the contents of an e-mail message deserve the same level of privacy as a telephone call, n105 the wide diversity of privacy-enhancing technologies ensures that questions of first impression will continue to crop up. What level of protection should we give to information posted on a semi-public web site or a statement made in a password-protected chat room? What level of protection does information stored on network hard drives deserve? Even personal hard drives pose real challenges for courts. Is information on a hard drive analogous to information stored in a file cabinet? If so, is it "seizure" if the government merely copies the contents of the hard drive without taking it  [*556]  away? Is it a "search" if the government merely retains a copy of the contents without looking at them? n106
Thus, courts frequently struggle to analogize this third category of surveillance to a traditional search. And in the absence of such an analogy, it is difficult to balance an individual's privacy rights with law enforcement's duty to investigate crime. Fourth Amendment jurisprudence has always involved striking the proper balance between these two competing needs, and in the case of responsive surveillance, the individual (and the potential criminal) has already changed that balance by using the privacy-enhancing technology in the first place. Thus, courts must determine how much privacy an individual deserves when she is talking on the telephone, storing information in a network hard drive, buying a book over the Internet, or uploading pictures to a webpage accessible only to friends and family members. And on the other hand, how badly will it interfere with law enforcement officers' efforts if their attempts at counter-measures are curtailed? The Supreme Court struck the wrong balance in Olmstead when it misunderstood the level of privacy that society demanded for individuals who speak on the telephone. It struck the wrong balance again in Smith when it failed to anticipate the nature of developing communications networks, thus giving the government too much power to intercept private communications.

V. The Proper Balance
 
One prominent Fourth Amendment scholar argues that the Fourth Amendment is a "mechanism for regulating the information flow between individuals and the state," n107 and that privacy is merely a "vital byproduct of Fourth Amendment rules, not its goal." n108 But in the wake of Katz, privacy must be considered the focus of any Fourth Amendment inquiry - in other words, it is more accurate to state that the Fourth Amendment is a mechanism for regulating the flow of private information between  [*557]  individuals and the state. n109 The level of regulation (in other words, the level of protection) is dependent upon the level of privacy that we want to give to the information. If the information is intimately private, the Fourth Amendment should afford it the greatest level of protection and require a significant showing on the part of the government before allowing law enforcement to gather it - regardless of the type of technology used to gather the information. Courts have already followed this path in applying the protections of the Fourth Amendment to such hyper-intrusive searches as video cameras in private spaces, n110 surgical procedures to remove evidence from a defendant, n111 and no-knock search warrants. n112 They should also apply this standard to intercepting telephone calls, intercepting e-mail communications, and eavesdropping electronically. Indeed, courts likely would already have done so if Congress had not already created a heightened standard through statute. n113 The next level down would be gathering information in which the individual has a reasonable expectation of privacy, but which does not involve intercepting personal conversations or secretly monitoring activities inside one's one home - that is, gathering private but not intimately private information. In these cases, mere probable cause should be sufficient to overcome the individual's privacy interests. This standard would apply for searches of most private areas, whether information is stored in file cabinets or hard drives. And finally,  [*558]  there should be one (or more) categories of information that are only semi-private, which the Fourth Amendment should regulate but that would require a lesser showing than probable cause - for example, phone numbers that are dialed on the telephone, addresses of e-mails that are sent, and information posted on password-protected blogs. This is information that is not fully public, but that individuals are aware can be seen or recorded by others. And finally, if the information is public, the Fourth Amendment does not regulate the information flow at all.

Others have proposed such a "sliding scale" of Fourth Amendment and statutory protection before. n114 The critical (and challenging) task for courts in the context of regulating responsive technology is determining the appropriate level of privacy for the various kinds of communication and  [*559]  data storage used by individuals in a world of privacy-enhancing technology.

If we properly focus on private information, we must first acknowledge that standards of privacy have changed in the twenty-first century. n115 Individuals put an unprecedented amount of private information into the public arena - both intentionally and unintentionally. Many individuals choose to use what we have termed "privacy-enhancing technology" in precisely the opposite way - to make their private lives more public. Diaries which were once kept hidden under mattresses are now posted on blogs, along with personal pictures and messages from friends. Telephone conversations that used to occur in homes or private phone booths are now carried out on the street and in malls, stores, and other public areas. This intentional use of technology to reduce one's own privacy diminishes the difficulty of the Fourth Amendment analysis: if an individual willingly discloses private information about himself and thereby makes it available to law enforcement, the conflict between the individual's privacy and law enforcement's need to gather information disappears.

Of course, much of the loss of privacy in our society is not due to our own personal choice. Because of the ease of information transfer in modern life, records that used to be public only in theory are now public in practice - from how much you paid for your house to how much money you gave to your Congressman's campaign fund. n116 Meanwhile, companies buy and sell lists of consumer purchases and preferences, maintaining this  [*560]  commercial yet personal information on vast computer databases. n117 Many social commentators have decried this loss of privacy - but again, the problem is not caused by new technology, but by the initial determination of what kind of information should be public and what should be private. It may be troubling that government agents can more easily get access to public information when it is posted on the web instead of buried in a file cabinet in a remote county courthouse - but the response to this concern is not to limit technology. Instead, perhaps we need to change the law to limit the amount of public information that is available. And if the ease of compiling and transferring consumer information between companies has led to abuses of the information, such transfers could be banned.

As it turns out, society seems to be moving in the opposite direction - changing the laws to make more and more information public. For example, criminal records have traditionally been kept confidential - but now individuals who have been convicted of a sex offense have their names posted on public websites, along with their address and details of their crime, n118 while drunk drivers are forced to purchase distinctive license plates so that everyone on the road knows of their crime. n119
In the end, the threat to privacy is not caused by the advanced surveillance technology being used by the government, but by the inability of courts (and, to a lesser degree, legislatures) to determine the appropriate level of privacy for the different kinds of information being gathered. Ironically, courts and policymakers find it relatively easy to set this level of privacy for the most intrusive kinds of technology - our first category - because the information being gathered is unambiguously intimate. The challenge arises when individuals use privacy-enhancing technology to make formerly public information private or quasi-private. When law enforcement attempts to collect that kind of information, it is difficult to tell  [*561]  what level of protection it deserves. Courts and legislatures will have to continue to deal with these questions on a case-by-case basis, and mistakes will be inevitable due to rapidly changing technological and social norms. Judges and policymakers, however, will be more likely to come to the right conclusions if they begin their inquiry by considering the type of information that is being gathered and then determine the appropriate level of privacy for that type of information.

There are two relatively clear reforms that should be made. The first is to re-visit the Smith v. Maryland doctrine, which currently gives no Fourth Amendment protection to any communication (other than a traditional letter) which is entrusted to a third party in the communications network. Even though Congress has stepped in to cover Internet transmissions and stored messages, there is no reason why the Fourth Amendment itself should not also protect these communications, which most of society views as deserving of the highest level of privacy. n120
At the other extreme, some privacy-enhancing technology makes it possible to hide information from law enforcement agents so effectively that they can never obtain the information they seek, regardless of how badly they need it or what kind of showing they make to a judge. In these situations, just as when surveillance technology makes it impossible to hide information from the government, Congress should intervene to maintain the proper balance between an individual's right to privacy and the needs of law enforcement. The current level of encryption technology makes it possible for citizens and criminals to hide all of their stored data and mask the contents of all of their communication, n121 thus enabling individuals to obtain a level of privacy which we would almost certainly not want to create by law if we had a choice: complete immunity from government surveillance, regardless of the showing made by the government. It would make sense to restore the balance by requiring everyone who uses a complex encryption device to deposit the key to the encryption in escrow n122 - law enforcement agents could not gain access to the key unless they made a sufficient showing to a court, which would depend on the level of privacy that the encrypted information warranted.

 [*562] 

VI. Other Effects of Technology on Privacy
 
In addition to enhancing the privacy of many everyday activities and increasing the surveillance power of law enforcement, technology has affected privacy in a number of other ways. Although at least one of those ways has indirectly led to a loss of privacy, other effects have the potential to result in greater protections from government intrusion.

A. THE TRUE THREAT THAT TECHNOLOGICAL ADVANCES POSE TO PRIVACY
 
In one sense, new technology has indirectly caused a loss of privacy, but not in the way that most people realize. Simply put, technology has exponentially increased the damage done by certain crimes. A child pornographer who wants to distribute his goods in the past was limited by very real practical constraints as to the number of pictures he could distribute and the number of people to whom he could distribute them. Today, computers and e-mail make these limits obsolete. A teenage vandal in past eras might break store windows or spray-paint graffiti on walls. Today, that same teenager might write a computer virus and cause thousands or millions of dollars worth of damage. n123 An anarchist in the nineteenth century might seek to assassinate a president or plant dynamite in an opera house n124 - his twenty-first century counterpart has the ability to destroy cities with a nuclear weapon or poison an entire society with chemical or biological agents.

The political reaction has been predictable: the increased potential for damage caused by these new technologies has led policymakers to conclude that the government should be given more power to investigate suspected criminals. Some of this reaction is a legitimate response to the new dangers, while some is hypercharged political posturing. The result is a significant shift in the balancing act between individual privacy rights and law enforcement's power to investigate crime. For example, the threat of international terrorism is so dangerous that the federal government began tracing all of our outgoing international telephone calls without court approval. n125 In a recent pair of cases, the threat of terrorism on public transportation has led the Second Circuit to broaden the "special needs"  [*563]  exception to the probable cause and warrant requirement of the Fourth Amendment, allowing suspicionless searches and seizures of all riders on subways and ferries. n126 Of course, this shift towards increased government power is evident everywhere, not just in the realm of the Fourth Amendment - the same terrorist threat led the federal government to begin holding suspects in detention without a charge, denying them access to lawyers, and trying them in special tribunals with different rules of evidence in order to protect "national security." n127
B. THE PROMISE OF THE NEXT GENERATION OF SURVEILLANCE TECHNOLOGY
 
Although it may seem counterintuitive, improved surveillance technology could actually help to increase individual privacy in the future in two ways, by allowing for more refined and less intrusive searches and by increasing the monitoring of law enforcement.

1. Raising the Standards of Reasonableness
 
Newer generations of surveillance technology should be able to be far more discriminating in what they are searching for, and to search for it more quickly and less invasively - thus allowing for narrower and less intrusive searches. We already have examples of surveillance technology that conducts authorized searches more quickly and with less invasion of privacy than traditional methods - for example, metal detectors and x-ray machines at airports. In these contexts, the law enforcement agent has the right to search the individual with a more time-consuming and more invasive pat-down, and also has the right to sift through the contents of a suitcase one by one. By using this new technology, the agent actually enhances the individual's privacy.

The potential for more narrowly targeted searches is even greater in the digital realm. Instead of manually searching through a target's e-mail account and reading all of the incoming and outgoing communications, the government can use software that can sift through and copy only those messages with incriminating words or specific names, thus letting the innocent ones pass through without any human ever reading them. n128 As  [*564]  technology progresses, law enforcement may begin using surveillance tools that are so narrowly targeted that they only alert their human user if they sense illegal activity, much like a drug-sniffing dog only reacts when contraband is present. Examples of these "binary" surveillance tools are a gun detector that can see through clothing but whose only output is a light that comes on when the unmistakable outline of a gun is detected; or sophisticated software that can sift through e-mail messages and detect the presence of child pornography, at which point it will copy the image and the sender's e-mail address. n129
These new devices will increase privacy (since they are less likely to intercept innocent communications or reveal innocent private communication) but not decrease law enforcement's power to investigate - in fact, they will make investigations more efficient. A logical next step in the development of Fourth Amendment jurisprudence might be to adjust the determination of what is a "reasonable" search based on the surveillance technologies available - a broader, more invasive search which was permissible decades ago may no longer be reasonable if law enforcement has access to devices which can make the search narrower or less invasive. In fact, the Title III requirements for wiretapping and electronic eavesdropping already lay the foundation for this kind of shifting standard, since in order to receive such an order, government agents must demonstrate inter alia that they are conducting the surveillance in such a way as to minimize the interception of irrelevant information. n130 For example, if a government agent is seeking a Title III order to intercept all the messages from an e-mail account, a judge may well ask why the agent cannot instead hook up a device that will sift through the messages mindlessly and only retain those that are incriminating.

Unfortunately, outside of the Title III context, in which least intrusive means and minimization are built into the statutory test, courts so far do not seem to be sympathetic to these arguments. In a recent Second Circuit case, commuters challenged the U.S. Coast Guard's practice of randomly  [*565]  searching carry-on bags and vehicles on public ferries. n131 Plaintiffs argued that metal detectors could be used as a less intrusive way of satisfying the government's goal of protecting the ferries from terrorists. n132 The Second Circuit rejected that argument, noting that, "The Supreme Court has repeatedly stated that reasonableness under the Fourth Amendment does not require employing the least intrusive means to accomplish the government's ends." n133 In other words, the "reasonableness" of a search is unrelated to whether the government could have accomplished the same goal using a less intrusive technology.

Ultimately, perhaps, the widespread availability of less intrusive and more narrowly tailored methods of surveillance may lead courts to include these factors in their tests for reasonableness. Until then, it will be up to legislatures to create such requirements, either by directly mandating the method of surveillance which is appropriate under certain conditions, or by creating statutes like Title III that expressly cite these as factors which must be satisfied before a search can be conducted.

2. Watching the Watchers
 
The second way in which new surveillance technology can enhance privacy is by using technology to monitor the activities of law enforcement. A recurring problem in regulating the practice of law enforcement agents in the criminal procedure context is not the legal rules that govern the situation but simply determining exactly what happened. Most fact patterns in disputes about appropriate police conduct involve two witnesses - the police officer and the suspect - and in most cases the suspect's version of the story will carry very little weight for the judge who is deciding a suppression motion. This has led to at least the potential (and in some situations the reality) of abuse on the part of law enforcement officers. If a police officer testifies that he read the Miranda rights to the defendant before the interrogation began, or that the defendant failed to ask for a lawyer before confessing to the crime, there is generally little that a defendant can do to persuade the judge otherwise. This is not to say that most police officers lie about their actions during an interrogation, but rather that the lack of effective monitoring inevitably leads to suboptimal conduct on the part of the police.

Nowhere in criminal procedure is this potential for abuse greater than in the search and seizure context, because officer discretion is greatest at  [*566]  that stage of the investigatory process. Police officers pull over cars after allegedly observing erratic driving; they arrest suspects after allegedly seeing the suspect drop a bag of drugs onto the sidewalk; they conduct a Terry stop on the basis of alleged suspicious activity. Many of the most scathing critiques of law enforcement conduct have nothing to do with the legal standards themselves; rather, they center on the serious potential for violation of these standards and subsequent perjury on the part of the law enforcement officer. n134 Unmonitored police conduct in this area poses a significant threat to individual privacy, especially among the poor and minority groups, since they tend to live in high crime areas where police are more likely to bend the law in order to further their investigation.

New technologies offer great promise in this area. For example, in the context of interrogations, introducing a tape recorder or video camera into the interrogation room can serve as an effective way of monitoring police conduct by deterring most abuses and detecting those that do occur. In the search and seizure context (the context most applicable to individual privacy), there is not yet a technological "magic bullet" which can ensure police compliance - but there is progress being made. More and more police cars are being equipped with dashboard video cameras, so that the allegedly erratic or reckless driving of a suspect (and the police conduct during the traffic stop itself) can be recorded and thereby monitored. In fact, as video technology gets cheaper and smaller, it will soon become feasible to record everything a police officer driving a squad car sees and hears - as well as everything that police officer does during the traffic stop. The next step would be to develop some way of making an audio and video record of all police observations and conduct while on duty, whether in a squad car, walking a beat, or responding to a call inside a home or a store - for example, some kind of miniature video recorder attached to the uniform of every officer. The technology for making these records for each of the million-plus law enforcement officers does not yet exist, but such a possibility is not inconceivable within ten or twenty years. More to the point, there is no reason why we would not want to do this once it becomes technologically and economically feasible. Such a policy would prevent  [*567]  abuses on the part of law enforcement, provide judges at the suppression hearing a clear, neutral factual record of how the investigation was conducted, and - not incidentally - provide excellent substantive evidence for the actual criminal trial itself.

Just as improved surveillance technology can lead to more narrowly targeted surveillance, these monitoring technologies can lead to improved police conduct, thus enhancing individual privacy. Once again, we can encourage steps in this direction by enacting laws which promote or require law enforcement to use such devices. In the interrogation context, for example, at least four states have required that all custodial interrogations must be electronically recorded. n135 Legislatures and courts can and should begin to create the same kind of requirements for the search and seizure context, thus ensuring that law enforcement officers follow the laws that already exist.

VII. Conclusion
 
It is true that in some ways, technology has given the government the ability to invade our privacy in new and troubling ways. Listening and even looking through walls; flying over our open fields and backyards; implanting hidden microphones and cameras in our homes and offices - in all of these ways, emerging technology has given the government a great advantage in its search for criminal activity and made everyone a little less secure in their homes. It is also true that other kinds of technology have allowed the government to conduct otherwise onerous public surveillance much more quickly and efficiently, thus making our conduct in public and our public information more vulnerable to government monitoring.

But in many other ways, technology has increased our privacy quite dramatically, and what at first seem to be insidious methods of eavesdropping and snooping - wiretapping phones, monitoring e-mails, searching computer hard drives - are actually simply remedial measures on the part of the government in an attempt to maintain the appropriate balance between individual privacy and effective law enforcement.

When evaluating the current laws regulating surveillance technology, we should first ask: What level of privacy does the type of information deserve? Privacy-enhancing technologies muddle this question a bit, since they create methods of data storage and communication that have never been seen before and are therefore hard to categorize. But commentators  [*568]  who worry about new surveillance technology eroding our privacy should keep a couple of points in mind. First, thanks in large part to new technologies, by most measures we have more privacy today than at any other time in history. Second, as technology has changed the way we communicate and store information, as well as the way in which the government can spy on our behavior, the law has adapted to these changes, usually weighing in to protect the privacy of innocent civilians and would-be criminals.

There are some glaring exceptions to this rule, particularly with regard to responsive surveillance technology, when courts have struggled to determine the appropriate level of privacy for a new method of communication. But in other areas, such as encryption technology, anonymous e-mail accounts, and the use of disposable cell phones, current technologies create much greater levels of privacy than we have seen in the past, allowing individuals to keep communications and data hidden from the government to an unprecedented degree and perhaps requiring government intervention to reduce the amount of privacy provided.

Finally, courts and legislatures should be aware of the ways to encourage the use of technologies which will both increase privacy and increase security. Stricter requirements for certain kinds of surveillance can force law enforcement officers to use technology that provides more narrowly tailored and less intrusive searches, while increased monitoring of law enforcement behavior can prevent police misconduct as well as provide better evidence of criminal activity. Contrary to popular belief, new technologies are not the cause of eroding privacy in our society - but if prodded in the right direction, they could be a big part of the cure.
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